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Structure of the Internet if is

éAutOI‘IomOUS Player internet security.

Autonomous Systems (AS)

The global Internet consists of thousands of independent networks,
the Autonomous Systems (AS)

Currently there are about 27.000 different ASs advertised in the global
Routing table

The AS operators have different policies for the size and expansion of
their network

An AS needs a strategy to connect with other ASs using upstreams,
private or public peerings

There are more than 60.000 logical connections between ASs at the
moment

Different types of Autonomous Systems

Large Companies, e.g. business consumer (41 %)

Internet Service Providers, e.g. IP-carrier (35 %)

Universities (11 %)

Internet Exchange Points, e.g. public data exchange nodes (2 %)
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éconneCtiVity Of the Internet internet security.

= Ongoing analysis on the Route Views Snapshot

<=2 = 63 %
<=10 — 94 9, Tier 1
>10 = 6 %
>100 = 04 %
>300 = 01% Tier 2

= Economical necessities
affect the carrier's proceeding

= This yields to a destabilization
of the internet infrastructure @13 (As12 (AS8)

—————————————————— Peer — Peer
> Provider - Customer

= What is imported in this field?

= We need an entity which keeps an eye on the level of connection and N
the reliability of all ASs in the Internet
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Data volume / month in Germany
- Estimation
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A view on data streams
exchanged between
the networks!

TRANSIT (Global ISP)
40 Peta Byte (27%)

/ mTERNAL \

30 Peta Byte
) (20 %)
PRIVATE autonomous EEEE:ﬁG
PEERING
50PetaByte | oo A9) | 30 Peta Byte (20%)
33%
(33%) SIT (Customer)

100 Peta Byte (66 %): dsl customer
50 Peta Byte (33 %): business customer

A

TRAN;{
1 50/P/eta Byte (100%)

1 Peta Byte = 1.000.000 Giga Byte
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- Analysis of ,Internet Germany" internet security.
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®  Observation of the critical Internet
infrastructure ,,Internet".

® Probes are placed in thoughtfully
selected spots of the internet
communication infrastructure to
gather the raw data, made up of
counted header information.

®  Only header information is
counted, which is not
considered as data
privacy relevant.

®  The system gathers information
over a great period of time!

= A centrally managed
Evaluation System
Is used to analyze the raw data

and to display the detailed results Evaluation System
In an intuitive manner. IAS O
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Internet Analysis System (2/3) if(IS)

- Targets

internet security.

statistics,
pattern detection

alarm indication

Description of profiles,
patterns and
coherences, creation of

a knowledge base.

Outline of the current
state of the internet.

Detection of attacks
and of deflections.

Forecast of patterns
and attacks.
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[ | |
- Raw-Data-Transfer
D’ ‘ g’ > System
@)

Probe

| Anonymization- | Counter System

Pattern .
[I I '\iersiond.; W w41
e swre g wme | B wewr
! FTP: e +1
!hzww

| HTTP: e owe e W

.n-l..---....n..-...-..- RS RRROR ORI B ...-..-..-.....".--...--..-----.-...--->

Processing time for each package < 1ms

Number of Counters:
- Max: 870.000

- Real-09: 60.000
[]
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IAS: Current State of Development

- Result: Knowledge base
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= Distribution of Transport Protocols
Profile shaping und trend development
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IAS: Current State of Development
- Result: Knowledge base

if(
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IS)

[ | |
= SMTP Content Type
= 60% “text” Mails
= 33 % “attachments”
Summenvergleich
4%: text/html
[2.050 (4%
26%: text/plain :
[12.423 26% | ——— o {1721 s
/ N x@l

14734 Go% |
30%: multipart/alternative

15.845 (333

W 5 SMTP (multipart/signed)

W0 SMTP ttext/rtf) M 1) SMTP (multipart/report) 2)SMTP ftext/calendar) ™ 3) SMTP dtext/html) 4) SMTP imultipart/related)

61 SMTP imultipart/mixed) W 7) SMTP imultipart/alternative) B 8 SMTP text/plain
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IAS: Current State of Development if is
9 ReSUIt: DEteCtion Of attaCkS internet security.

= SMTP Content Type
= Temporarily more e-mails witch attachments -> Mail-Virus!
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PacketsiHour

IAS: Current State of Development ifIiSj

- Result: Technology trend internet security.

[0) Dese( 545800 ) = 150 | —

——{0) Dase( 545897 )= 30.403

= Distribution of browsers (Technology Trend)
= Diurnal profile mt— B —=—rn

= Differences between manual use Explorer
(e.g. Internet Explorer und Firefox)
and automated use (z.B. wget) are detectable.
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- Result: Awareness (Crypto used TLS) AL SECLFI,

Il 0.1 %: RSA/ Export (40) / SHA1 and 0.01 %: RSA/NULL / SHA1 !!
81 554 (0% i
7) 4.085 (0% |/ 33%: DHE_RSA
6) 1818 0% | AES / SHA1

13 1.753.754 (33%)

60%:
RSA /RC4/ MD5
51 3.228.249 (60%)

7) 8,091 (0%
3) 300.223 (6%
) 61.192 (1%

Institute for Internet Security - if(is), University of Applied Sciences Gelsenkirchen, Germany

=M 1) HTTPS (cipher/TLS_DHE_RSA_WITH_AES 256 _CEC_SHA)
W 2) HTTPS (cipher/TLS_RESA_WITH_AES_256_CEC_SHA)

3V HTTPS (cipher/TLS_RFSA_WITH_AES_128_CBC_SHA)

T 4) HTTPS (cipher/TLS_FSA_WITH_RC4_128_5HA)

%I ) HTTPS icipher/TLS_ESA_WITH_REC4_128_MD5)

zl ) HTTPS (cipher/TLS_RESA_EXPORT 1024 _WITH_REC4_56_5HA)

EI FIVHTTPS icipher/TLS_RESA_EXPORT _WITH_RC4_40_MD5) .
©m 8) HTTPS (cipher/TLS_RSA_WITH_MULL_SHA) 16
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IAS: Current State of Development iﬂiS]
- Continuous situation awareness internet security.
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Interactive Internet Information System (I35)
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Idea of the global view if is

éove I‘VieW internet security.

l global view

local view P1 global view local view P2

local view

Generation of
global view

global view

local view P3

centrally managed
Evaluation System
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- Relation of used protocols internet security.

=  Global representation of the relation of different protocols

Summenvergleich _ Summenvergleich

(11221078 01%] [1.160.639 W3]
[7 625390 (87
89 % Port 80 (HTTP) 87 % Port 80 (HTTP)
W C) TCP (Destination port 80) = 1) TCP (Destination port 443)| | | W Q) TCF (Destination port 80) m 1) TCP (Destination port 443)|

local view global view
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Anomaly detection if |s
9 Malware internet security.

= Dangers on the internet (e.g.: attachment ZIP)
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European Internet Situation Awareness if Is
2>Project idea (together with JRC) internet security.

partners‘%d to know

! E
global datNA :

Analyzing —> Report

Reports for

Object: Internet Ssensors
Critical Assets

) [ReP

statlstlcs

the different
stakeholders

= This will help to:

= improve the stability and trustworthiness of the European Internet,
® raise awareness for critical processes or components, and

= find out more about the European Internet and its users in order to better gy
support to their needs and service demands 22
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9 Summa I‘y internet security.

= Internet
= The internet is a critical infrastructure for our society
= We need a trusted infrastructure to protect our future
= Organisations running the infrastructure need to cooperate

= We need the global view of the Internet
= To identify the current status
= To see the new trends
= To get "early warnings” to reduce damage
= To make forecasts which help us to avoid damage

= Analogical to natural disaster warning systems, like the Tsunami warning
system, we need a warning system for the internet to be able to issue
countermeasures before the actual threat strikes at us.

= If you can‘t measure it, you can‘t manage it!

= Let us start together now! 24
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