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Abstract: The internet is consisting of autonomous systems each managed by 
individual and mostly rival organisations. This situation makes it very difficult 
to capture the state of the internet as a whole. An individual internet situation 
awareness for various stakeholders can be accomplished by creating a common 
basis for private and public operators to monitor their networks, by offering 
them a common smart approach to monitor their network individually and the 
additional benefit of participating to establish a global view, which they can use 
as a reference for their local situation. This smart approach should utilise well-
proven existing global statistics, best practices and existing technical sensors, 
which can be adapted to the overall common framework. From this, output for 
all relevant stakeholders can be generated to fulfil the individual needs. Once 
the internet situation awareness is accomplished, it can be used besides others 
for an European internet early warning system. 
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1 Introduction 

The internet has become a large and complex system, which goes beyond all 
geographical, political, administrative and cultural borders, leaving a new and unusual 
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challenge to our society. Currently, society is undergoing fundamental changes cased by 
ever increasing connectivity and the penetration of the information society, in which the 
internet with its plethora of services plays an important role. Now, some parts of the 
internet have secretly emerged to be critical assets. Yet, the importance is growing, due to 
the convergence of fixed and mobile networks and evolving all-IP concepts. The internet 
is not regulated and consists of self-governed autonomous systems each managed by 
individual organisations mostly part of the private sector. Currently, there are more than 
27,000 different autonomous systems advertised in the global routing table, information 
we have calculated with an if(is) tool called AiconViewer developed by Dierichs (2006) 
and available on our website. Private organisations are exposed to a high level of 
competition making an exchange of important management information between them 
impossible. The precise internal network structure, communication connections and 
topologies are often treated as being confidential by the network operators as Pohlmann 
and Proest (2006) experienced.  

Besides the management of their own autonomous systems, the organisations also 
have to develop a strategy to exchange data with other autonomous systems. Based on 
statistics of the AiconViewer, there are about 60,000 logical connections between 
autonomous systems at the moment. Main factors for this routing of data are  

1 the type of autonomous systems and the services it provides 

2 (company) policies 

3 more evident – financial aspects. 

At the moment, no one can say how much inter-European traffic is routed unnecessarily 
through non-European networks like through Russia just for minor financial reasons, 
leaving security aspects out of perspective. Thus, economical necessities affect the 
organisation’s proceedings, which yields to a reduction of redundancy and therefore to a 
destabilisation of the internet infrastructure. 

Currently, there is a national discussion about the percentage of data traffic created by 
illegal downloads in comparison to the total traffic in Germany. Similar discussions are 
taking place in Europe and all around the world. This shows that the underlying structure 
of the internet is very complex and that nobody can offer a global view presenting 
adequate details. At the moment, every organisation operating as part of the internet 
simply has its own local view. Evaluation and analysis depends purely on the experience, 
resources and the used monitoring devices within each organisation. The internet 
exchange points for instance can only offer information on traffic that is exchanged 
between autonomous systems.  

Internet service providers (ISP) earn money by transferring data, so they are not keen 
on providing evidence on how much money they make by routing illegal content. In 
addition, they can only offer their local view, which might differ from ISP to ISP, 
depending on their total number of end customers in relation to business customers.  

To obtain a global perspective, there are a few challenges that have to be coped with:  

1 communication data is relevant in principle to data protection (privacy) 

2 the quantities of data are enormous 

3 the data rates are sometimes so large, that they cannot always be analysed in 
real-time 
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4 while long-term storage of the communication data to observe long-term 
developments appears to be impossible.  

Moreover, the question also arises of who feels responsible for creating a global 
perspective? This is easy to answer for a single corporate network, where due to 
corporate governance the responsibility for risk management is within the administration 
of a business. It is more difficult on an European level, where we can find an aggregation 
of different autonomous systems crossing various borders and administrative domains. A 
centralised operational body to monitor the European internet would have to be approved 
by most European member states, what is very unlikely, because the dealing with critical 
infrastructure is within the responsibility of each individual member state.  

Nevertheless, the internet has developed into an omnipresent medium over the past 
few years, without which very large areas of the economy, research and private life 
would be unimaginable today. According to the European Network and Information 
Security Agency (ENISA) up to 30% of the global trade are ‘digitally dependent’ 
(LeClaire, 2008).  

The constantly growing importance of the internet for our knowledge and information 
society makes it necessary to analyse and be acquainted with its status beyond the limits 
of the individual network operators. Only precise knowledge of the normal status makes 
it possible to detect anomalies, which influence the functionality of the internet. 

2 Situation awareness 

The term situation awareness comes from the area of air traffic control and military 
command and control. Generally, it is used when the understanding of an environment is 
critical for the process of decision making in a timely environment (Endsley, 1995b), 
which is a matter of life and death in the environment the term was explored for. Endsley 
(1995b) gives a generic definition for a wide variety of domains: situation awareness is 
“the perception of the elements in the environment within a volume of time and space, 
the comprehension of their meaning and the projection of their status in the near future”.  

2.1 History and background of situation awareness 

Coming from this critical background, a situation awareness is developed by a person 
(operator) using various sources, which can not only be sensors but also perceptions like 
the engine sound. The situation awareness is a representation of the state of an 
environment in the head of a person. It is used for the purpose of decision making and 
this decision finally leads to a certain action. Endsly emphasises that the different stages 
should be considered separately since it is up to the people to decide. So, incorrect 
decisions can still be made even with a perfect situation awareness and also perfect 
decisions can still be possible with an incomplete or wrong situation awareness. And 
furthermore, you might have perfect situation awareness, but due to personal abilities or a 
lack of experience, you might perform the actions in a lousy manner. 

Endsly feels that “the problem with today’s systems is not a lack of information, but 
finding what is needed when it is needed” (Endsley, 2000). This perception is based on 
the idea of an operator using a closed system, which is influenced by certain events like a 
pilot flying an airplane possibly in bad weather and not based on systems for the internet.  
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2.2 Situation awareness for the internet 

The internet is a very complex system and there are lots of stakeholders involved each of 
which has the need for an individual situation awareness. So, it is not only the different 
stakeholders that require a different situation awareness, but also every individual 
member of each of these groups. One thing is almost certain, it will be impossible to 
capture the complete current state of the internet, like many mapping projects have 
already proven for a minor part of collecting information on the topology, but luckily this 
will not be necessary. We have to aim to provide the different stakeholders with 
individual information they need to fulfil their goals and decision tasks for their specific 
job or situation. For this, we have to work closely with the stakeholders in need of a 
situation awareness, since they need to phrase their demands.  

Furthermore, we have to face the problem that we first have to retrieve the needed 
data of the internet, because so far this data is not gathered or at least it is not brought 
together to a global perspective. Then, we have to choose what is needed at what time for 
which stakeholder so that they can create a perfect situation awareness without being 
loaded with too much unneeded information. One should keep in mind, an important 
aspect stated by Endsly: “more data is not equal to more information”. Therefore, it will 
be very important not to overstrain the stakeholders.  

2.3 Process of situation assessment 

In Endsly’s model of situation awareness, he described in 1995 three sequent phases 
performed in the process of situation assessment by all people:  

1 perception of elements in current situation 

2 comprehension of current situation 

3 projection of future status (Endsley, 1995b). 

So, situation awareness is very commonly used in our everyday life, for example when 
driving a vehicle. The three sequent phases map to our efforts to generate a continuous 
internet situation awareness.  

3 Input to gain situation awareness 

To generate this situation awareness input from relevant and well selected, trustworthy 
sources; statistics, technical sensors and partners have to be used as part of the so called 
‘situation assessment’ process. To make the idea manageable, the technical sensors must 
be able to comply with an overall framework, so that the data can be transformed to a 
common data format before it can be exchanged between various interested partners. It 
would also be an option, depending very much on the actual implementation and goals of 
such initiative, not to work with data but to exchange common incident reports.  

These technical sensors can be divided into two main working zones:  

1 network-based 

2 host-based. 

The sensors can either be active drones, initiating action by themselves or passive 
sensors, only analysing passing traffic or occurring incidents.  
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Besides input from technical sensors, there can also sources coming from an 
organisational background be used. This could range from portals, which can be used to 
report security incidents like social engineering attempts, to knowledge bases including 
information on zero day exploits, vulnerability, alerts, advisories, software updates, 
critical assets and technology trends.  

For a complete situation awareness input, a number of sources can be used, such as 
from intrusion detection systems and netflow, also from sensor technology developed by 
scientists of the different member states. Examples for such sensor technology can be 
given by the means of two systems, which have been developed by our institute.  

3.1 Internet analysis system 

Our team has developed a passive sensor technology that can continuously collect 
statistical raw data with sensors, which are placed at selected spots of the internet 
communication infrastructure. At the moment, we have implemented sensors mainly in 
Germany to monitor the internal government network and the networks of universities 
and companies. In addition, we have found partners in Austria and Brazil, who also 
perform research with our technology. We are always interested in new cooperations and 
offer our technology to interested partners in economy and science. 

The raw data is captured from header information of the passing network traffic by 
counting the occurrence of (currently) 870,000 different parameters. This processing is 
assuring that all sensitive header information, such as IP addresses and user data, are left 
out and therefore the data are not privacy-sensitive, avoiding ethical, privacy and legal 
challenges, that other data-collecting systems are plagued with.  

In addition, our processing is designed to have very high performance and it allows 
frequent transfers of the collected data to our centralised database using encryption. This 
enables us to collect and store data securely over a long period of time. The general 
approach is different form intrusion detection systems, which only collect information in 
case of a specific exception event and different from other monitoring systems, that store 
highly confidential content or IP addresses, which are privacy sensitive.  

3.1.1 Some basic results of the internet analysis systems 

Types of e-mail messages. Figure 1 shows the ability of the system to record the statistics 
of the headers of the e-mails sent via SMTP. The distribution can provide information on 
general communication behaviour as well as deviations from it. Figure 1 shows an 
example of normal behaviour in which the total number of messages without attachments 
represents 60% of all messages. These e-mails include messages with the text/plain 
(12,423), text/html (7) and multipart/alternative (14,734) content types. By rule, e-mails 
with attachments are provided with the multipart/mixed (15,845) content type. A mixed 
form is e-mails with the multipart/related (657) content type. Here, for example, images 
are integrated directly into the text. If these e-mails are included in the total count of 
e-mails, which are having an attachment, approximately 36% of all e-mails are sent with 
an attachment. The remaining 4% essentially consist of confirmations of reading with the 
multipart/report (2,050) content type. An abrupt change of these values in particular, may 
indicate a wave of spam affecting a company from the outside, or indicate that a 
computer is sending spam from within the company. It could also be an indication for an 
attack with malware attached to e-mails.  
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Figure 1 Distribution of e-mail content types (see online version for colours) 

 

3.1.2 Transport layer security cipher suites really used for encryption 

For the secure communication between clients and servers so called cipher suites have 
been pre-defined consisting of methods for the key exchange with authentication and 
algorithms for encryption as well as for data integrity. Which cipher suite is used for the 
communication is then negotiated between client and server depending on availability of 
algorithms and set preferences. If the browser is connecting the web server the browser 
offers the possible crypto suites to the server. Then, the web server decides which crypto 
suites should be used for the communication. 

Since modern encryption is based on problems of the complexity and due to the fact 
that weaknesses in some methods have been identified, some cipher suites should no 
longer be used with growing performance of the available computer systems. But, 
sometimes the use of certain very insecure cipher suites is mandatory, due to questionable 
national laws, which are supposed to ensure legal interception especially in so called 
‘rogue regimes’.  

The internet analysis system (IAS) can monitor from authentic network traffic, which 
cipher suites are really being used. This information is very interesting for all national 
representatives in charge for the monitoring of the infrastructure internet. So far, they 
have to base their decisions on very little available information. Most of the time, they 
are not aware of the actual situation.  

In one of our monitored sub networks, we have recorded the following distribution 
(Figure 2): In 60% of all encrypted communication, the very common 
RSA_WITH_RC4_128_MD5 (5) cipher suite was used. In 33%, the improved and more 
secure DHE_RSA_AES_256_CBC_SHA (1) cipher suite and in about 6% the 
RSA_WITH_AES_128_CBC_SHA (3) cipher suite was used which is from the 
perspective of security. Also fine But, we have detected some profiles, that should not be 
used, like in 0.1% of all encrypted communication in form of the 
RSA_EXPORT_WITH_RC4_40_MD5 cipher suite, which only offers a 40 bit key 
length or in the case of 0.01% of the encrypted communication in form of the 
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RSA_WITH_NULL_SHA cipher suite, actually offering no encryption at all. From this 
information, national representative can disseminate guidelines for a secure use of the 
internet for agencies, companies and citizens.  

3.2 Internet availability system 

The internet availability system (IVS) monitors the quality of the most important internet 
services and the infrastructure seen from a users view and visualises the results. Service 
specific evaluation methods are used to monitor the functionalities. Referring to the 
protocols in use, the system to be monitored is connected and the service is used. The 
response times are logged and later used as a basis for evaluation systems. Unlike other 
systems, we try to create various visualisations of the internet from different users’ point 
of view. ISPs are able to monitor the functionality, but they are not able to see how 
accessible their systems are for users. 

They need an internet connection, a DNS system and depend on the work of 
autonomous system routers. Due to these facts, the availability system is designed to 
collect data from different locations to recognise fluctuations within its own connection 
in comparison to other locations. 

The IVS can be used to determine what should be considered as being the ‘European 
internet’. Using the access connections of a representative number of users and 
enterprises to access those services, which are most important to the users, enterprises 
and governments, we can draw an undirected graph of active network components as 
nodes and their connections as edges by using the availability system. This would be a 
very applied and manageable approach to determine the scope of the European internet. 
Of course for the governments, the focus will be more on critical infrastructure 
protection. These important services would need to be determined by means of surveys or 
rankings based on hits.  

Figure 2 Distribution of cipher suits used (see online version for colours) 
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3.3 Global view 

As illustrated, the IAS can be used to generate a local view of IP-based networks. The 
IVS can be used in addition to generate additional data by actively probing certain 
systems and services from the perspective of different users. The monitored networks 
come along with very different characteristics, like obviously the total number of packets 
passing the sensor. The local view already helps the operator to monitor his own network, 
but a global view is even a lot more valuable (Tschöltsch, 2008). It can be used to 
compare the local situation with an authentic global view to detect abnormalities, which 
might help to confirm or dismiss the detection of local attacks or events. The global view 
is valuable to a number of other relevant stakeholders as well, like for national 
assessment centres.  

To generate this global view, partners using the IAS and/or IVS are invited to join by 
frequently sending a summary of their local view to a centralised evaluation system 
(Figure 3). From this authentic data, the common global view is generated and transferred 
back to the participating partners. Due to the structure of the internet, this can only be 
accomplished with the support of the partners. So far, nobody can offer this kind of 
global view, so one cannot just buy it from someplace. 

In Figure 4, an example of the possible confirmation of an attack with malware 
attached to e-mails is given by the use of the global view. The local view shows our 
partner, that the number of e-mails with a zip-attachment has abruptly increased, which is 
an indication for an abnormality and possibly for an attack. To verify whether this is a 
local phenomenon, which would be speaking for a directed attack towards the local 
partner, the event can be compared to the global view.  

Doing this, we can find out that only a few partners have recorded this phenomenon 
at this specific time. Therefore, the event could be a directed attack against a selected 
group, for example banks or insurance companies. Other partners, who have no problem 
at this particular moment, can use this information to protect their organisations in 
advance. The centrally management evaluation system will also be able to detect cyber 
war activities. 

Figure 3 Collaboration for a global view (see online version for colours) 
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Figure 4 Example of malware detection (see online version for colours) 

 

A further challenge will be to deal with the different natures of networks that can be 
monitored with the sensor technology. The traffic passing the sensor is characteristic for 
the types of services, which are provided by this different kind of network. Therefore, a 
content provider has a different profile of traffic as a university. To improve the outcome 
of the global view for these partners, they could be grouped in logical units. Each group 
can have their individual global view, which can be combined to the common global 
view of the internet. The challenge is that not all networks can be grouped that easily, due 
to their diversity and multiply business cases.  

The selection of network operators as partners should of course be done due to 
scientific evaluations (rectangular distribution). For the future, once the technology has 
reached a wider level of acceptance, this will leave some unsolved complex statistical 
challenges for selecting the right amount and location of partners, which we have to face 
once this opportunity arises. 

In addition, we have to deal with different time zones and inconsequent daylight 
saving time regulations all over the world. We cannot just agree on a global time for the 
distributed system of sensors, because the local time reflects in the usage of services and 
therefore in the collected raw data. The traffic passing the sensor consists roughly of 
human and machine initiated communication. The human part is highly affected by the 
different time zones, as people tend to sleep during night and work during day time. The 
human part is also affected by cultural issues (sociological aspects) like the long lunch 
break in Spain (Siesta), due to the hotter climate. We have to face the additional problem 
that no existing real-time sensor can decide for sure by analysing the passing 
communication data, if the connection was originally initiated by a human or a machine. 
It is not like we could build on the work of Turing, trying to test whether the 
communication partner is a machine or a human. The sensor is only monitoring passing 
traffic in real-time, which, in a lot of cases, are only fragments of packets of the different 
applications. At this point, further analysis is necessary.  

We have a strong feeling based on the results of a diploma thesis conducted by Ricci 
(2008), that a limited but well chosen selection of parameters might already be sufficient 
to compare the local situation with the global overview to detect possible events. This is 
the great advantage of this system colleting statistical raw data, enabling the utilisation of 
findings of this mathematical discipline. In the long run, we can further extent the 
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selected parameters, if this should become necessary. At the moment, we are working on 
selecting and roughly splitting up the parameters. From there, we can build a global view, 
which considers the relevant time changes for each parameter of each sensor. 

4 Idea for an European internet early warning system 

Early warning systems (EWSs) have been installed in various working domains and they 
are a major part of an effective risk management in enterprises. In addition, they are part 
of the national homeland security systems, which protect a national territory from all 
sorts of natural and man-made hazards. The general idea is quite common in all working 
fields: monitor the environment, detect and forecast incidents and disseminate warnings.  

The domain of hazards might vary from financial crises in enterprises environment to 
natural hazards like earthquakes. The existing EWSs save lives and reduce damage in 
various domains. Those at risk are humans at first and then of course the economy and 
welfare of the society. Usually, EWSs for natural hazards have four very important 
elements:  

1 risk knowledge 

2 monitoring and warning service 

3 dissemination and communication 

4 response capabilities. 

4.1 Early warning process 

The following section explains the early warning process containing of  

1 long-term monitoring, collection of data (measurement of precursors) 

2 detection and forecast of incidents 

3 dissemination of warnings. Some EWSs go beyond the warning aspects 

4 support for reaction or coordination of counteractive measures as demonstrated in 
Figure 5. 

Figure 5 Early warning process (see online version for colours) 
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4.1.1 Long-term monitoring, collection of data (measurement of precursors) 

Scientists, working for EWSs for natural hazards use sensors and other sources as well to 
detect possible hazards and precursors occurring before the hazards strike, like minor 
earthquakes or shock waves. So, the main tasks of this phase are to develop sensors, setup 
a network of these sensors and operate this network.  

An internet EWS will require a number of sensors (different sensor networks) and 
additional input data like from statistics or user feedback. In addition, the environment 
where the sensors are placed have to be well selected and have to be within the scope of 
the European internet. The information content presented should be the relevant 
aggregation of the actual information content so that the monitoring can please all 
stakeholders’ needs. 

4.1.2 Detection and forecast of incidents 

In the area of natural hazards, the cruising radius is pretty much set and limited to a 
selection of mostly massive destructive forces. The scientists might not be able to 
forecast a seaquake, but they can detect the effects with their sensor networks. This is 
why the term ‘measurement of the precursors’ is used in the domain of early warning 
research for the monitoring. With this data and their knowledge base, they can forecast 
certain events with a certain probability, like the occurrence of a tsunami.  

The internet EWS needs without question to be able to detect known attacks and 
threats, which can be identified by the means of the risk knowledge. On top of this, it is 
necessary that developing threats can be forecasted to a certain extend automatically or 
by the help of an operator. This can be done by thresholds, recognition of known 
situations, pattern matching and other methods, like from the area of data mining and 
artificial intelligence. 

4.1.3 Dissemination of warnings 

One of the most important aspects of an EWS is that the affected people, enterprises or 
governments are warned before the incident strikes and are provided with meaningful 
directives. Therefore, the group of affected and the response capabilities must be known 
and there must be a reliable way to notify them. All this is not trivial for instance if the 
incident takes place at night, or if the medium concerned – like the internet – was planed 
to be used to broadcast the warnings.  

One example for  
“a web-based platform that combines existing web-based disaster information 
management systems with the aim to alert the international community in case 
of major sudden-onset disasters and to facilitate the coordination of 
international response during the relief phase of the disaster” is the global 
disaster alert and coordination system (GDACS) website (GDACS, 2008). This 
website can be used by everyone to register with their current location, 
preferred warnings and ways for communication (like SMS, e-mail or fax). The 
website also gives information on the current status of different hazards around 
the world. “GDACS will be activated in major natural, technological and 
environmental disasters, which overwhelm the affected country’s response 
capacity and require international assistance”. 
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So far, the focus is on natural hazards like earthquakes, tropical cyclones, floods and 
volcanoes. 

EWS have to face multi-jurisdictional challenges. And since the project is funded by 
the United Nations and the European Commission, they cannot ignore the affected 
country’s competence, which means that they have to be tolerated by the affected 
country’s administration, especially if they go beyond the warning aspect by offering 
coordination and support services. 

We feel that the GDACS portal must have a hard time to keep the contact data, 
including location and emergency phone number, up to date. Minor drawbacks of the 
GDACS website are for example problems with the transmission of SMS messages in 
certain mobile phone networks and of e-mail messages over the internet since “some 
email domains and some mobile phone companies do not allow GDACS messages for 
various reasons”, as they are marked as spam. These problems are relevant to the 
objectives behind this document as well, since reaching the person at risk cannot entirely 
rely on the infrastructure at risk (the internet), which might be unavailable or unsafe to 
use when needed for a dissemination of warnings. 

Incidents in the information technology sector do not cost many lives, an aspect 
which is very different from area of natural hazards. Of course, one could find examples 
in which lives are put at risk if computer networks and components break down, like in 
case of power plants, hospitals and maybe airplanes. But, most of the time backup 
solutions can cope without the support of computers for a certain time or the system is 
designed to shut down automatically if that situation occurs. Nevertheless, the damage 
caused by hazards to the information technology is enormous and can be reduced or 
avoided by the means of an EWS. Since most incidents in the world of information 
technology affect machines before humans, an approach that automatically initiates 
counteractive measures, would be interesting to have and could also be possible in a 
closed operational environment. First of all, this requires the knowledge of risks and 
response capabilities as well as the cooperation amongst various players. Therefore, 
Public–Private-Partnership (PPP) is an essential keyword.  

The internet EWS would need to address the affected or other organisations that 
could further distribute the warnings correctly, that could be besides others the home 
user, an administrator in an enterprise, a service provider, the CERT community and 
government assessment centres. The GDACS website can address some of them. Other 
ways of dissemination would still have to be setup.  

4.1.4 Reaction or coordination of counteractive measures 

The reaction or coordination of counteractive measures does not have to be within the 
scope of an EWS. EWS for natural hazards for instance most of the time only warn and 
give advice. The response has to come from the community at risk.  

4.2 Overview on the process of an European internet early warning system 

Figure 6 shows the project idea for a continuous internet situation awareness and EWS. 
First of all, the state of the environment needs to be addressed by analysing the structure 
of the European internet. Together with risk knowledge, we can identify critical assets, 
information technology systems and services. To be able to capture the state of the 
environment, a PPP needs to be setup and we need to find ways to comfort all partners by 
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offering them an added value for participation. The added value can range for instance 
from access to raw data up to individual reports on technology trends but is an essential 
requirement. 

Once we have an understanding of the state of the environment, we can start the 
measurement of the precursors. Therefore, we need to take a look at available sensor 
systems to monitor IP networks. On top of this, additional information like statistics 
might be necessary in the situation assessment process of the operator of an assessment 
centre for instance to identify the total number of DSL connections in Europe. A common 
framework should be used by all developers to bring the data of various sources or the 
identified incidents in a common format. The common framework needs to be worked 
out in a PPP, acknowledging the fact, that a centralised operational united would lack 
acceptance by the European CERTS and national assessment centres. Ideas are presented 
in an ENISA feasibility study for an information sharing and alert system (2007). 

The data can then be used for real-time analysis. The result of the real-time analysis is 
a situation awareness of the European internet of a person working for the assessment 
centre. The assessment centre knows the needs and available response capabilities of the 
different stakeholders. It will probably be required for the stakeholders to register 
information about their infrastructure and response capabilities. Once, attacks or other 
events are detected or reported by other EWSs. This could include notifications from 
EWSs warning about a storm or other natural disasters, which could create potential 
damage to the information technology infrastructure. Concerned stakeholders can be 
identified and then notified with alerts. Linked to a knowledge base, the alerts can be 
turned into multilingual advisories with concrete actions for the stakeholders addressing 
their response capabilities. Especially, the community at risk consisting of home users 
should be addressed in their native language. This was one very important demand of the 
referenced ENISA feasibility study (ENISA feasibility study, 2007).  

Figure 6 Idea for a continuous internet situation awareness and early warning system (see online 
version for colours) 
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At this stage, a regular EWS is done with the scope of its work, because it is the 
stakeholders, who can then take reactive measures. But, it would also be possible in the 
long run that the internet EWS could go beyond the warning aspect by offering 
coordination and support services or by actively performing reactive measures, like the 
blocking of ports on all internet routers of the participating group of trusted partners.  

An ENISA feasibility study (ENISA feasibility study, 2007) strongly encourages 
always to ‘start small, but think big’. Therefore, the internet EWS should start with alerts 
first, extending those to multilingual advisories after a while and gaining trust and 
acceptance by the stakeholders before going towards automation. By the means of 
patterns, thresholds, experience of the operator and so on, the assessment centre can also 
forecast certain known events and those similar to the known events. Notifying the 
possibly concerned stakeholders before the event might strike, will allow taking 
preventive measures and therefore avoiding damage.  

Besides the real-time analysis, the personnel of the assessment centre can also use the 
common data to do long-term analysis. This will allow making new findings and will 
support sense making, which helps the analyst to gain understanding of the situation, 
which he can use to adjust thresholds or define new patterns for the real-time analysis.  

4.3 Organisational structure and possible funding 

First of all, due to the structure of the internet all early warning activities will require a 
PPP. We can state that we also have to choose whether the system should be centralised 
or decentralised, which depends on how the two initial phases  

1 monitoring 

2 forecasting are provided. 

At this point, we want to remind of one of the main demands of the ENSIA feasibility 
study for a different European system, which is meant to share information and alerts: “A 
newly built, centralized, co-coordinating body with operative tasks is less likely to be 
accepted by the relevant stakeholders from the area of CERTs and assessment centers.” 
(ENISA feasibility study, 2007) 

Therefore, the correct approach would be a decentralised one, building on existing 
structures of the domain of technological hazards for monitoring and forecast and in 
addition on an existing system for dissemination to share alerts in form of incidents 
reports and advisories like the GDACS for the community of the home users preferably 
in the user’s native language. The GDACS can be used for the registration of potentially 
concerned and dissemination of warnings to emphasise the multi-hazard approach. In 
addition to the GDACS, we will need other systems for the dissemination of warnings 
and alerts to other communities and for the exchange of raw data and information.  

Funding has to be provided mainly by public sources in combination with income 
which can be generated through added value for the private partners.  

5 Conclusions 

The existing EWSs save lives and reduce damage in various domains. The internet has 
become critical in some parts by now, but we are lacking the global monitoring and 
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controlling of this distributed infrastructure like it is common in other infrastructures. 
Stakeholders belonging to various communities need to be able to develop their 
individual situation awareness when using the internet, just like people are used to do it 
from driving a vehicle or performing other tasks. When using the internet, they have to 
trust that everything will be fine. Unfortunately, this trust has to be brought in this 
relationship by the user and has not been earned by the infrastructure. In addition, this 
trust has been known to be shattered by crimes arranged by individuals hiding in the 
anonymity of the internet and by malfunctions of the infrastructure.  

The internet is more or less like a black box to the users and it does not offer any 
transparency, which hinders the user from developing an understanding of the state of the 
environment. Even the operators of the independent pieces of the internet only have an 
inside of differential quality to their own little piece. Situation awareness is essential not 
only for the home user to strengthen the trust in using the internet, but also for 
representatives of the government to make strategies for the further development or for 
enterprises planning to use the internet as a reliable platform for business.  

With an availability system, in a first step, we can determine which parts of the 
internet are important in an European context by tracing the active network components 
along the routes from a number of important access providers to the most important 
service providers. With this information, we can identify and monitor critical elements. 
The gathered information can be published continuously on a website to help educate the 
users and published in a more detailed manner to offer an added value for supporters. The 
availability system will also deliver data about the status of various services to different 
interested assessment centres.  

Besides the availability system, it is necessary to get the information what is being 
transferred at certain key points of the internet. The IAS will help to gather general 
statistics about the distribution of services, usage of technology and the overall 
development. This information could as well be published and offered to the supporters. 
The IAS will be able to detect known attacks and those showing similar behaviour to the 
known once. This can be used to generate warnings and alerts. It will also be possible to 
detect some unknown attacks that result in deflections from the previously as normal 
behaviour recorded representation of the network.  

In addition, the raw data collected by the various sensors can be offered to other 
assessment centres, to emphasise the decentralised approach for an EWS.  

This decentralised approach is necessary to gain the needed acceptance, but 
unfortunately it does not help to bundle the limited available resources. With an 
assessment centre in every member state involved in the EWS, we could at least face the 
challenge to address the users in their native language. For the long run, it would improve 
the entire process by far, if the different organisations would grow together to one 
operational body while working together closely in this constellation.  

For the dissemination of the warnings, we could build on the GDACS system to 
inform the home users. For other communities, we will need additional methods for 
dissemination of alerts and advisories. In the long run, it would be a good aim to add 
some automation to the process within a closed environment of cooperating partners. 
Once an attack has been identified, routers could block ports and/or IP addresses to 
protect others from additional damage.  
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We face a challenging way to establish a working internet situation awareness, which 
can be used for national or international internet early warning activities. The internet 
situation awareness will help to:  

1 improve the stability and trustworthiness of the internet 

2 raise awareness for critical processes or components of the internet 

3 find out more about the internet and its users in order to better cater to their needs 
and service demands.  

We need to utilise new methods and techniques, algorithms and automated processing, 
before the open and self-governed structure of the internet degrades and possibly breaks 
down. The cooperation of companies, organisations and governments is important to 
create a global view of the internet. By that we will be able to detect attacks in time and 
answer interesting research questions on the ‘living creature’ internet. 

We believe that we have to start to get experience, so that we will be able to have 
European internet EWS in the near future. 
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