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Abstract. Online tracking has mostly been studied by passively mea-
suring the presence of tracking services on websites (i) without knowing
what data these services collect, (ii) the reasons for which specific pur-
poses it is collected, (iii) or if the used practices are disclosed in privacy
policies. The European General Data Protection Regulation (GDPR)
came into effect on May 25, 2018 and introduced new rights for users
to access data collected about them.

In this paper, we evaluate how companies respond to subject access re-
quests and portability to learn more about the data collected by tracking
services. More specifically, we exercised our right to access with 38 com-
panies that had tracked us online. We observe stark differences between
the way requests are handled and what data is disclosed: Only 21 out
of 38 companies we inquired (55 %) disclosed information within the re-
quired time and only 13 (34 %) companies were able to send us a copy
of the data in time. Our work has implications regarding the implemen-
tation of privacy law as well as what online tracking companies should
do to be more compliant with the new regulation.

Keywords: GDPR, subject access request, privacy, online advertise-
ment

1 Introduction

The business models of modern websites often rely—directly or indirectly—on
the collection of personal data. The majority of websites tracks visitors and col-
lects data on their behavior for the purpose of targeted advertising [12]. While
in some cases, users knowingly and willingly share personal data, in many other
cases, their data is collected without explicit consent or even goes without be-
ing noticed [26]. As a result, the imbalance of power over information between
data processors (service providers) and data subjects (users) increased in the
last years. Furthermore, attackers can also perform a malicious leakage of such
data [27].
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The European General Data Protection Regulation (GDPR) aims to harmo-
nize data protection laws through the EU and to regulate the collection and
usage of personal data. Compliance with GDPR is required for any company
that offers services in the European Union, regardless of where their headquar-
ter is located. One of the law’s goals is to allow users to (re)gain control of the
immaterial wealth of their personal data by introducing additional possibilities
like the right to request a copy of their data, the right to erasure, and the need
for services to explicitly ask for consent before collecting or sharing personal
information [14].

Previous work already passively measured the effects of the GDPR. For ex-
ample, studies analyzed the adoption of privacy policies and cookie consent no-
tices [10,23], while others focused on third parties embedded into websites [6,25].

In this paper, we make use of the new legislation and evaluate the subject
access processes of several companies. We identify prominent third parties on
popular websites that collect tracking data and exercise our right to access with
these companies. Besides these two rights, the GDPR also grants the right to
erasure, rectification and others that are not part of this work. We provide an
in-depth analysis of the processes and show how different companies adopted the
new legislation in practice. We analyze timings and success of our inquiries and
report on obstacles, returned type of data, and further information provided
by companies that help users to understand how personal data is collected.
Asides from the detailed overview on different approaches how subject access
requests (SARs) are implemented in practice; our work provides helpful pointers
for companies, privacy advocates, and lawmakers how the GDPR and similar
regulation could be improved.

To summarize, our study makes the following contributions:

– We requested access to our personal data from 38 companies and analyze the
success of these subject access requests. We found that 58 % of the companies
did not provide the necessary information within the deadline defined in the
GDPR and only a few actually granted access to the collected data.

– We analyzed the privacy policies of these companies regarding usage and
sharing of collected personal data. We found that most policies fulfill the
minimal requirements of the GDPR, but rarely contain additional informa-
tion users might be interested in (e. g., partners with whom data is shared).

– Finally, we examined the subject access request process of each company and
report on data (e. g., clickstream data) and obstacles users face when access-
ing their data. We found that the provided data is extremely heterogeneous
and users sometimes have to provide sensitive information (e. g., copies of
identity cards) to access their own data.

2 Background

Our study analyzes the effects of the GDPR as a relatively new legal regulation.
We therefore first provide an overview of the GDPR’s relevant rules before giving
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describing the technical background on tracking and data sharing in the online
advertisement ecosystem.

2.1 Data Protection Law

The General Data Protection Regulation (GDPR or Regulation 2016/679) [14]
is an initiative by the European Union (EU) to harmonize data protection law
between its member states. After a transition period of two years, it went into
effect on May 25, 2018. The GDPR specifies under which circumstances personal
data may be processed, lists rights of data subjects, and obligations for those
processing data of EU-citizens. Online advertising companies need to disclose,
for example, in their privacy policy, for what purpose they collect and share
data.

Besides other rights, the GDPR lists the right to access (Art. 15) and the
right to data portability (Art. 20). The difference between those two is that
Art. 15 grants users the right to request access to the personal data a company
collected about them, while Art. 20 grants users the right to retrieve a copy of the
data they provided. According to recital 68 of the GDPR (recitals describe the
reasoning behind regulations), the right to data portability is meant to support
an individual in gaining control over one’s personal data by allowing access to the
data stored about him or her “in a structured, commonly used, machine-readable
and interoperable format”. For any information request, including those to data
access/portability, the GDPR specifies that they must be answered within one
month (Art. 12, No. 2), but can be extended by two months.

Some tracking companies claim that the data they use is not personal in-
formation because it is anonymized, while in fact is only pseudonymized (see
Section 5.1). If the data was anonymous, it would free them from any data pro-
tection related obligations, while pseudonymous data that can be attributed to a
person using additional information, still falls under the GDPR’s rules (Recital
26). In addition, the Article 29 Working Group, a committee of European data
protection officials, already made clear in 2010 that storing and accessing a
cookie on a user’s device is indeed processing of personal data since it “enable[s]
data subjects to be ’singled out’, even if their real names are not known,” and
therefore requires consent [8]. Relevant for our study is the clarification that ad
networks, and not those that embed the third-party scripts on their websites, are
responsible for the data processing. Since advertisers rent the space on publisher
websites and set cookies linked to their hosts, they are responsible for the data
processing, and therefore have to respond to subject access requests.

2.2 Advertising Economy

Displaying ads is the most popular way to fund online services. In 2017, the
online advertising industry generated $88.0 billion US dollars [19] in revenue in
the US and e 41.8 billion Euros in the EU [18]. The ecosystem behind this is
complex and is, in a nutshell, composed out of three basic entities which are de-
scribed in the following [13,28]. On the one end, there are publishers and website
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owners that use supply-side platforms (SSP) to sell ad space (e. g., on websites
or prior to videos). On the other end, the demand-side platform (DSP) is used
by marketing companies to organize advertising campaigns, across a range of
publisher. To do so, they not necessarily have to select a specific publisher they
want to work with, but can define target users based on different criteria (e. g.,
geolocation, categories of websites visited, or personal preferences). A data man-
agement platform (DMP) captures and evaluates user data to organize digital
ad campaigns. They can be used to merge data sets and user information from
different sources to automate campaigns on DSPs.

To improve their reach, ad companies utilize cookie syncing (sometimes called
ID syncing) [22] which allows them to exchange unique user identifiers. Using this
method, companies can share information on specific users (e. g., sites on which
they tracked them) and learn more about the user. While this is considered an
undesirable, privacy-intrusive behavior by some, it is in practice a fundamental
part of the online ad economy to perform Real-time Bidding (RTB). RTB in-
volves that impressions and online ad space are sold in real-time on automated
online marketplaces whenever a website is loaded in a browser.

3 Related Work

Most previous work analyzes online privacy through measurements (e. g., [12,
20]), but these studies have all been conducted prior to the GDPR. With the
introduction of the GDPR, several research groups started measuring the effects
of the legislation. Degeling et al. analyzed the adoption and effect of the GDPR
regarding privacy policies and cookie notice banners [10]. Dabrowski et al. mea-
sure the effects of cookies set based on the location of a user and find that around
50 % more cookies are being set if the users come from outside the EU [7]. In
contrast, Sørensen et al. found that the number of third parties did slightly de-
cline since the GDPR went into effect, but they conclude that the GDPR is not
necessarily responsible for that effect [25]. Boniface et al. analyze the tension
between authentication and security when users perform a SAR [4] and discuss
measures used to identify users and discuss threats (e. g., denial of access) of too
harsh measures. In line with our findings, they also report on disproportional
identity checks. Most recently, two studies analyzed how adversaries could abuse
subject access requests to get access to personal data of other individuals [5,11].
Both studies spoof an identity and request access to personal data of the spoofed
identity and by this they show that SARs are often not adequately verified and
therefore, companies unintentionally leak personal data. De Hert et al. [17] dis-
cuss the right to data portability from a computer law point of view. They give
a systematic interpretation of the new right and propose two approaches on how
to interpret the legal term “data provided” in the GDPR. The authors argue
that a minimal approach, where only data are directly given to the controller can
be seen as “provided”. They also describe a broad approach which also labels
data observed by the controller (e. g., browser fingerprints) as “provided”.
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4 Study Design

To gain insights into the way how companies grant access to collected personal
data, we first identified prominent companies often embedded into websites, and
afterward, we exercised our right to access/portability with these companies.

4.1 Approach

Our study consist of two steps: First, we passively measure the most prominent
companies used as third parties on websites and the companies most active in
sharing personal identifiers. Afterward, we actively measure and analyze the
information provided by companies to users that file a subject access request.

In order to identify the most prominent companies, we perform a three-step
measurement (see Sec. 4.2): (1) We visit a number of websites, (2) extract the
third parties embedded in these websites, and (3) extract all ID syncing activities
from the observed requests. Based on the gathered information, we determine top
companies that engage in ID syncing and top companies that are often embedded
into websites. We did choose to focus on top embedded companies as these
potentially affect most users and more users might issue a subject access request
(SAR) to these companies. Furthermore, we choose the top syncing parties as
these might share personal data of users without properly informing them—
which would make it quite hard for users to actually regain control of their
personal data if they do not know who holds their data. In order to learn more
about the privacy practices from the companies themselves, we analyze privacy
policies to see if the data sharing and other necessary information are made
transparent to users (see Sec. 4.3). Then we use our right to access/portability
to learn how companies respond to SARs and which data they provide to users.

In our experiments, we use the openWPM [12] platform and deployed it on
two computers located at a European university. Thus, our traffic originates in
the EU (and ultimately from an EU resident who started the crawl) and therefore
the GDPR applies. OpenWPM was configured to log all HTTP request and
response with the corresponding HTTP headers, HTTP redirects, and POST
request bodies as well as various types of cookies (e. g., Flash cookies). We did
not set the “Do Not Track” HTTP header and did allow third-party cookies.

To analyze the sharing of digital identifiers (IDs), we first have to define them.
For every visited domain, we analyzed the HTTP GET and POST requests and split
the requests at characters that are typically used as delimiters (e. g., ‘&’ or ‘;’).
As a result, we obtained a set of ID candidates that we stored as key-value pairs
for later analysis. We identified IDs according to the rules previously defined by
Acar et al. [1] (e. g., IDs have to be of a certain length or must be unique). To
measure the syncing relations of third parties, it is necessary to identify URLs—
that contain user IDs—inside a request (e. g., foo.com/sync?partner=https:

//bar.com?/id=abcd-1234). According to the named rules, we parsed all
URLs and checked if an HTTP parameter contains an ID, Furthermore, we used
the WhoTracks.me database [6] to cluster all observed third-party websites based
on the company owning the domain.
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4.2 Analysis Corpus

The complexity of the online advertising ecosystem was already highlighted in
previous work [3, 16]. To the best of our knowledge, there is no reliable public
information on market shares in the online advertising ecosystem. Thus, we
performed an empirical measurement and identified the top companies in that
measurement. To identify the most popular companies, we visited the Alexa top
500 list [2] and randomly visited three to five subsites of each domain. We visited
the selected websites using the openWPM setup described above.

We selected the 25 most embedded third parties as well as the top 25 third
parties that engaged most in cookie syncing for in-depth analysis of what in-
formation they share with users. In total, we identified 36 different companies
which we refer to as analysis corpus. In three cases, we were told during the
SAR process to address our inquiry to another company so that our final corpus
consists of 39 companies. In the remainder, if not stated otherwise, our analyses
of privacy policies and information disclosure refer to this corpus.

The first company that we did not include in the corpus (i. e., the 26th most
embedded company) was embedded by just 0.12 % of the visited websites and
the first ID syncing company not included in the corpus accounts for 0.58 % of
the syncing connections in the graph. The 39 companies in the corpus account
for 66 % of all ID syncing activities, while the reaming 33 % are made up of 352
companies. The companies in the corpus represent 61 % of the embedded third
parties. Contacting ten more companies (an increase of 19 %) would increase
the amount of covered ID syncing by at most 5.8 % or embedded websites by at
most 1.2 %. The corpus consists of six SSPs, nine DSPs, seven companies that
specialized in targeted ads, four DMPs, and 13 companies whose primary busi-
ness field is not directly tied to the advertising but instead utilizes ads to finance
their services (e. g., RTL Group—a Luxembourg-based digital media group)

While most of the companies in our corpus operate globally and run multiple
offices, 82 % have their headquarters located in the United States. The remaining
18 % are located in Europe. This distribution is likely based towards US/EU-
based companies since we run our measurements from Europe. We discuss the
limitations of our analysis corpus in Section 6.

4.3 Transparency Requirements

The privacy policies of all 39 companies described above were analyzed by a cer-
tified data protection expert with a computer science background to see whether
they contain the information required by the GDPR (see Sec. 2). We specifically
looked for information on data sharing practices and evaluated how data sub-
jects can exercise their rights. As described above, data controllers are required
to inform, besides other things, about the legal basis for their data collection,
categories of companies they share the data with, and how long the data is
stored. We do not report on observations that all policies had in common but
focus on the differences. On the one hand, for example, the right to withdraw
consent has been implemented through various opt-out mechanisms [10] that all
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services support and are therefore not listed. On the other hand, few services
actually follow the “Do Not Track” signal, although it was designed as a common
consent mechanism. Therefore, we listed statements about the latter. We were
also interested in how companies deal with the requirements regarding profiling:
If they use profiling, they are expected to describe the logic involved in this pro-
cess, although the debate about what that should include is still ongoing [24].
Privacy policies should list the rights of the data subjects, e. g., to object to the
processing and the possibility to access the data and they should describe how
these rights can be exercised. While the policies should also specify whether data
is shared with third parties, companies are not required to list them individually
but can describe them in categories.

4.4 Assessing the SAR Process

In order to test to which extent users can actually exercise data access rights, we
reached out to companies in the corpus after extracting contact information from
their privacy policies. According to Articles 13 and 14 GDPR, contact details
of a responsible person (e. g., the Data Privacy Officer) need to be provided for
privacy-related questions. Most companies (27) named a general email address
to handle such requests or referenced a web form to access the data.

In our requests, we referenced a profile that was generated specifically for
this process. We used openWPM to randomly visits websites that include third
parties, owned by the companies in our analysis corpus. From these websites,
all internal links (subsites) were extracted and visited in random order. For
this analysis, we kept the session active and continued visiting websites while
we requested information about the profiles. This openWPM instance was left
running until the end of our analysis in order to keep the cookies active.

When sending out inquiries, we included all cookie IDs and domains for which
we observed ID syncing (with the corresponding IDs). If we could add custom
text to our request (via email and in some web forms), we asked four questions
regarding the usage of our data: (1) What information about me/associated with
that cookie do you store and process?, (2) Where did you get that information
from? Did you get it from third parties?, (3) Do you use the data to perform
profiling?, and (4) With whom do you share what information and how?

We used informal language (e. g., we did not quote any articles from the
GDPR nor did we use any legal terminology) because we wanted to assess the
process when users with some technical understanding of online advertising (e. g.,
users who can read cookies from the cookie store), but no legal background, want
to exercise their right to access/portability. Actual users might have trouble to
access the information we added in our emails (e. g., the correct cookie values).
However, some companies offer simplified ways to access the information to be
included in requests (e. g., a web form that reads the user ID from the browser’s
cookie store).We assume that a user who has privacy concerns can obtain this
information and usability improvements might follow in the near future.

We conducted two rounds of inquiries. The first round in June 2018, one
month after the GDPR took effect, and the second round was starting three
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months later, in September 2018. We did so to make sure answers were not biased
by being the first ones the companies received. We used two GMail accounts
we created for this purpose (one for each round of contacting) to get in touch
with the companies and did not disclose that we were conduction this survey
to avoid biased responses. The response timings were evaluated in relation to
two deadlines: The first deadline is the legal period defined in the GDPR, 30
days after the request, and a more relaxed deadline 30 business days after our
requests.

5 Results and Evaluation

Companies are required to share certain information, e. g., who has access to
the data and where it is transferred to, publicly in their privacy policies. Other
information, e. g., what is stored about a user, has to be disclosed upon request.

5.1 Evaluation of Privacy Policies

We analyzed the privacy policies of the companies in our corpus to check whether
they fulfill the requirements described in Section 4.3. The most relevant details
are reported in Table 1 (see Appendix B). All but three policies fulfill the min-
imum requirements for privacy policies set by the GDPR, all companies offer
the possibility to opt-out of their services, and all except one disclose that they
share some information with others. At the same time, only three are transpar-
ent about who these third parties are and what type of information is actually
shared. Only two of the policies disclosed and explain cookie syncing. Similarly,
only eight mention whether or not they perform profiling. One company did not
update its privacy policy since 2011 and it contained false claims, for example,
that IP addresses are non-personal information. Amazon’s privacy policy was
least transparent concerning the information we were looking for.

All policies except for four policies mention a legal basis for processing, which
is now required. 31 claim that they rely on individual consent when processing
data but at the same time only three mention that they adhere to the “Do Not
Track” (DNT) standard, where information about whether or not users want
to be tracked is conveyed in an HTTP header [21]. Instead, companies refer
to implicit consent, which implies consent as long as a data subject has not
manually objected to a data collection by opting-out.

Differences can be found on topics specific to GDPR, for example, regard-
ing the question of whether a company processes data that contains sensitive
information (e. g., about race or health). While 13 explicitly forbid to collect
this information through their services, four acknowledge that some interest seg-
ments they provide might be health-related e. g., about beauty products. Three
companies acknowledge that they process health-related information, but do not
discuss how this data is better protected than the rest. The majority (17) does
not make any statements about their practices in this area.
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5.2 Subject Access Requests

In order to analyze the process how users can access personal data collected
about them and to fill the blanks left by the privacy policies, we examined how
third parties adopt the new requirements of the GDPR (see Section 2.1) and
how they respond to subject access requests (SAR).

We contacted the companies in our analysis corpus and tried to exercise our
right to access and right to portability of the data associated with a cookie ID
to evaluate the SAR process of each company as described in Section 4.4. In the
first round (June 20th, 2018), we sent out 32 emails and used six web forms to
get in touch with each company. In the second round (September 21th, 2018), we
sent 27 emails and used eleven web forms as the contact mechanisms had slightly
changed. As part of this process, we extracted the cookie ID values and up to five
domains associated with each company for which we observed ID syncing (with
the ID key-value pairs) from the long-running profile in the email. The GDPR
requires companies to grant users access to their data within 30 days after their
initial request. Since it does not specify whether these referrers to business or
calendar days, we marked two deadlines (dotted, gray lines in Figs. 1 and 2).

Response Types and Timing We grouped responses in three types: (1) automatic
responses, (2) mixed responses, and (3) human responses. A message was cate-
gorized as “automatic” if it was identifiable as sent automatically by a computer
system (e. g., a message from a ticket system). We labeled a message mixed if
the message did not directly refer to any of our questions but only included very
generic information that responds to any privacy-related request. Messages that
directly responded to our questions were labeled “human”. To increase the ac-
curacy of the classification, we compared the content from both inquiry rounds
and if there was any doubt, we ruled in favor of the companies. Figure 1 shows
amounts and type of responses we got during our analysis. We did not count
status messages from ticket systems (e. g., a message stating that our email was
received) but only looked at those messages that contained an actual reply.

In our second round of inquiries, we received fewer responses (approx half of
the amount). This is partly because we did not have to report any broken data
access forms, that we encountered in round one, to companies which explain
the fewer human responses in weeks one and two. However, we observed that in
our second round, companies did not follow up further questions as they did in
round one (e. g., if we asked for further clarification about data sharing).

In round one, we received the most responses (51/100) during the first two
weeks, where we labeled the majority as send by a human (57 %) and 26 % as
automatic. While the share of response types stayed balanced, the number of
responses significantly decreased (by 43 %) in the following weeks, although we
asked follow-up questions. In round two, these types of answers changed as we
considered 17 % of the responses as sent by a human and 61 % automatic.

While we still received responses from human correspondents one week before
the deadline in the first round, responses were lower in the second round (a third).
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Fig. 1: Types and timings of the received responses.

Only one company told us (in both rounds) that due to the complexity of our
inquiry that they would need more time.

Response Success The effort necessary to obtain access to personal data differed
depending on the inquired company. To asses the workload of the process of a
company, we use a simple scoring mechanism that essentially takes four factors
with different impact into account: (1) amount of emails sent to the company
before getting access to data associated to the digital ID, (2) amount of emails
sent after getting access to the data, (3) actions that the user has to perform
online, and (4) actions that a user has to perform offline. These simple metrics
do not account for the actual effort each obstacle might pose to an individual
asking for access, but it is helpful to approximate the complexity of the process.

We differentiate between emails because we interpret access to collected data
as the primary goal of the request. However, there might still be some open
questions (e. g., if profiling is performed) that were not answered by the time the
data was shared. An example of an action that a user must perform online is that
the user has to enter additional data in an online form (e. g., legal name). On
the contrary, scanning the user’s official identification document (e. g., passport)
is a typical example of a task a user has to perform offline. We created our
“workload score” to measure (1) if companies set up obstacles, (2) if companies
ask for additional information, and (3) the amount of interaction necessary.

In Section 5.2, we describe the procedure of how users can access personal
data (of the companies in our analysis corpus) in more detail. The result of the
workload determination and comparison between inquired companies is given in
Figure 2. The figure shows a clustered version of the SAR results. We computed
the distance between all points of the same “response status” (e. g., “got access”)
and clustered the points that are close to each other. The larger and higher each
point, the more companies asked for more effort to answer our requests.

Table 3b shows the results of our inquiries by the time of the first deadlines
(July 20th/October 31st). Note that is unlikely that we provided a wrong cookie
ID, but it is possible that a company does not have any data on the record
because of short retention times or when some events are not logged, because
there was no further interaction. It is notable that some companies stated that
if one does not have a user account on their website, they will not store any data
related to a cookie ID. These companies did not respond to our SAR request
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within the legal deadline, in round two. One of these companies replied with our
second deadline stating that they do not store any data related to the cookie ID.

Eight companies interpreted the start date of the process as the day on which
they got all the administrative data they need to process the inquiry. In all cases,
it was virtually impossible for users to know upfront that this data was needed
since the companies only shared the needed documents via email and did not
mention them in their privacy policies (e. g., one company replied after seven
days and asked for a signed affidavit. After we provided the affidavit, they told
us, five days later, that they would “start the process” and reply within 30 days.).

In total (after the second deadline of round one), only 21 of 36 companies
(54 %) shared data, or told that they do not store any data, 15 of 36 (42 %) were
still in the process (or did not respond), and one company said that it would not
share the data with us because they cannot properly identify us. In round two,
64 % granted access or told us that they do not store any data, 33 % did not
finish the process, and again one company declined to grant access since they
could not identify us. In these numbers, we excluded companies that told us to
address a subsidiary/parent company with our inquiry.

Figure 2 shows that if companies granted access, we see that the workload is
often quite low (in both rounds). In one case with high workload, in round one, a
long email exchange (in total 13 emails—six sent by us) was needed to get access,
the other cases required a copy of the ID and in one case a signed affidavit. It
is notable that the overall workload in round 2 lowered and companies usually
wrapped up the process faster. The reduction of workload is because, on the
one hand, we did not have to report broken SAR forms and on the other hand
companies set up less “offline” obstacles.

Especially during round one, we observed that companies who claimed not
to store any data still require multiple interactions prior to providing that infor-
mation. Two companies required a signed affidavit and a photocopy of an ID.
The third company, after a long email conversation, asked to call the customer
support to explain our case in more detail, still coming to the result that they
do not store any data. All three companies did not respond in round two.

Disclosed Information Table 3c gives an overview of the data we received as a
result of the SARs. We categorized the received data in terms of readability and
content. If data was presented in a way a human can easily read it (e. g., on a
website), we labeled it “human readable” and otherwise “raw” (e. g., .csv files).
If the data contained visited websites, we labeled it “Tracking”, if it contained
segment information, associated with the profile, we labeled it “Segment”, and
if it contained the location of the user, based on the used IP address, we labeled
it “Location”. Otherwise, we labeled it “Other”.

The shared data was heterogeneous in format (e. g., .pdf, .csv, .htm, etc.),
data contained (e. g., interest segments, clickstream data, IP addresses, etc.), and
explanation of the data (examples of shared data are provided in Appendix A.
One company shared an .csv file with headers named c1 to c36 (sic.), while an-
other company provided detailed explanations in an appended document and yet
another told us that we should contact them if we had trouble understanding the
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Fig. 2: Comparison of the workload to get access to personal data companies
stored about a user.

data. If a company shared clickstream data (three in total), we manually checked
if the data set contained additional or missing websites that we had observed. In
all three cases, the data was accurate. Overall, the received data can be grouped
into three categories: (1) technical data, (2) tracking data, and (3) segment data.
Technical data is raw data, often presented in text files, the companies directly
extracted from HTTP traffic (see Fig. 5). Tracking data is information on which
websites the company has tracked the user, also typically presented in a text file
(see Fig. 6). Segment data is data companies inferred from a user’s online behav-
ior (see Fig. 4), which was typically presented on a website (e. g., user interests).
In terms of clarity of the provided data, we also found different approaches.
Some companies shared segments they inferred from our (artificially) browsing
behavior (e. g., Segment: Parenting - Millennial Mom (sic.)), others shared cryp-
tic strings without explanation (e. g., Company-Usersync-Global), or data that
was incorrectly formatted somewhere in the process to the point where it was
almost unintelligible (e. g., Your hashed IP address: Ubuntu (sic.)). However, we
did not find any instance where data was provided that was not mentioned to
be collected in the privacy policy and many instances (all but one) where not
all data that might be collected was provided.

Subject Access Request Process Companies handle inquiries very differently rang-
ing from not responding at all, over simply sending the personal data via email,
to sending (physical) letters which had to include a copy of a government-issued
identification card and a signed affidavit, stating that the cookie and device
belong to the recipient and only the recipient.
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Fig. 3: Overview of the SAR process and responses for both rounds of inquiries.

(a) Obstacles

Status R1 R2

Affidavit 4 3
ID card 6 5
Other 4 7
None 26 25

(b) Response success

Status R1 R2

Access 14 39 % 8 22 %
No Data 7 19 % 13 36 %
Denied 1 3 % 1 3 %
Not Finished 11 31 % 9 25 %
No Response 4 11 % 5 14 %

(c) Response data

Type R1 R2

Raw data 9 3
Human read. 5 5

Segments 4 4
Tracking 3 3
Location 4 4
Others 5 2

(d) Answers

Question R1 R2

Q1 (data) 21 23
Q2 (sources) 6 6
Q3 (profiling) 9 6
Q4 (sharing) 7 4

Table 3a gives an overview of the obstacles users face when filling a SAR.
Most companies require the user to provide the digital identifier (or directly
read it from the browser’s cookie storage) in order to grant access to the data
associated with it. Since most online forms do not provide all data, a company
collected about the user (e. g., they provide the ad segments associated with the
user but not the used IP addresses or visited websites) it is reasonable to grant
access to this data if the cookie ID is provided. However, online forms come with
the risk that an adversary might fake the cookie ID to get access to personal
data that is associated with another individual. An affidavit is a way to counter
this sort of misuse, and one company stated this as the reason for this step.

The GDPR states companies “should use all reasonable measures to verify the
identity of a data subject who requests access”, to make sure they do not disclose
data to the wrong person. Asking for identifying information is supposed to
add a layer of security when data subjects request a copy of their data. The ad
industry association emphasizes the possibility of this additional safeguard [15],
but official interpretations state that data processors should have “reasonable
doubts” before asking for additional data [9]. Those that request an ID card did
not explain their doubt and did not describe how the ID helps them to verify
that the person requesting the data actually owns the cookie ID.

Answers to Our Questions Finally, we want to discuss the answers to the four
questions we asked in the inquiries (see Sec. 5.2). Only a few companies did
answer the additional questions we asked. Most of them referred to their privacy
policy or did not provide further details. Table 3d gives an overview of the
responses we got to our questions. Note that companies were not obliged to
answer the question and that we could not check if they answered truthfully—if
there is no public information in e. g., the privacy statements that say otherwise
(see Sec. 6). With respect to Q1 and Q2, most answers contained references
to or parts of the privacy policy. As Table 1 (Appendix B) shows, only a few
companies (nine/seven) disclose whether or not they perform profiling. Only
one of the answers, where the privacy policy was unspecific, clearly stated that
the data is not used for profiling. Six answers described in more detail how the
data is processed and would suffice the GDPR rule that “meaningful information
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about the logic involved” should be provided. One company stated in their email
that they do not perform profiling, although their privacy policy mentions it.
Unfortunately, only seven/five companies listed their actual sharing partners.
When companies stated with whom specifically they shared our data (i. e., not a
general list of partners), we could confirm this through our measurement, but in
three cases companies stated that they did share data with specific companies
that were not listed in their privacy policy. The low amount of companies that
named partners with whom they share data poses a problem for users that want
to understand who has received a copy of their personal information.

6 Limitations and Ethical Considerations

We contacted 39 companies, which represents only a small subset of all online
advertising companies. However, we showed that the contacted companies come
from different market areas and that they represent the most prominent compa-
nies (in our measurement). Future work should focus on the usability of SARs
in a user study and include more companies. Similarly, our scale to visualize the
complexity of the subject access requests (Fig. 2), should be validated with user
experiments. Right now it serves only as an approximation.

Since our research includes human subjects (the persons exercising their
rights and the persons responding to our requests), ethical considerations need
to be taken into account. In this work, we analyze the SAR process of different
companies and not the persons replying in detail. Hence, we do not see any par-
ticular reason why we have to disclose that we conduct this survey. Note that
after our second deadline (in our first measurement), we contacted the compa-
nies that did not respond at all or had a poorly designed process, without any
responses. When contacting the companies, we did not disclose we conduct a
scientific survey, but we did disclose the real names of two authors in each mail
and on the photocopied IDs. We also answered all of the companies questions
truthfully (e. g., if we had been in contact with a company in any other way aside
from this survey) and reported all problems (e. g., broken data access forms) that
we noticed during the process.

7 Conclusion

Our work shows that while most companies offer easy ways to access the collected
personal data, few disclose all the information they have and some companies
create significant obstacles for users to access it. The obstacles range from signed
affidavits over providing additional information (e. g., phone numbers) to copies
of official ID documents. Some larger companies do not disclose data to users
that are not registered with their services. The different approaches of how access
to personal data is granted show the different interpretations of the new law.
Looking into the response behavior, we see that over 58 % of the companies did
not respond within the legal period of 30 days, but only one company extended
the deadline by two more months.
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A Provided data

In this section, we provide examples of different types of data we received when
performing the subject access requests. The data can be grouped into three
categories: (1) “interest segments”—inferred from the user’s online activities
(Fig. 4), (2) “technical data”—extracted from HTTP traffic (Fig. 5), and (3)
“tracking data”—websites on which users were tracked (Fig. 6).

Fig. 4: Inferred interest segments provided by different companies (anonymized).

Fig. 5: Technical data provided by different companies (anonymized).

Fig. 6: Tracking data provided by different companies (anonymized).

B Privacy Policy Overview

Table 1 provides a summary of the privacy policies of the companies in our data
set. It lists the most important tracking and GDPR-related attributes and what
information is disclosed.
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https://policies.google.com/privacy?hl=de
https://www.facebook.com/privacy/explanation
https://www.amazon.com/gp/help/customer/display.html/?nodeId=468496
https://www.verizon.com/about/privacy/international-policy
https://www.appnexus.com/en/company/platform-privacy-policy
https://www.oracle.com/legal/privacy/marketing-cloud-data-cloud-privacy-policy.html
http://www.bluekai.com/health-related-categories.pdf
https://www.adobe.com/privacy/marketing.html#online-advertising
http://smartadserver.com/company/privacy-policy/
http://www.rtlgroup.com/en/special/terms_of_use.cfm
https://www.improvedigital.com/platform-privacy-policy/
http://www.mediamath.com/privacy-policy/
https://triplelift.com/privacy/
https://rubiconproject.com/privacy-policy/
https://www.thetradedesk.com/general/privacy
https://www.adsrvr.org/
https://platform-cdn.sharethrough.com/privacy-policy
https://www.home.neustar/privacy/privacy-policy
https://www.drawbridge.com/privacy
http://www.bluekai.com/health-related-categories.pdf
https://site.adform.com/privacy-center/platform-privacy/
https://site.adform.com/privacy-center/adform-cookies/
http://www.bidswitch.com/privacy-policy/
https://www.visualdna.com/privacy-policy/
https://www.acxiom.com/about-us/privacy/gdpr/
http://www.indexexchange.com/privacy/
http://sar.indexexchange.com/
https://www.criteo.com/privacy/
https://www.criteo.com/privacy/criteo-works-with-the-following-platforms/
https://www.openx.com/legal/privacy-policy/
https://www.dataxu.com/about-us/privacy/data-collection-platform/
http://www.lotame.com/about-lotame/privacy/lotames-products-services-privacy-policy/
https://www.lotame.com/about-lotame/privacy/privacy-manager-opt-out/
http://freewheel.tv/privacy-policy/?noredirect
https://www.amobee.com/trust/gdpr
https://www.amobee.com/gdpr/
https://www.comscore.com/ger/About-comScore/Privacy-Policy
https://www.spotx.tv/privacy-policy/
https://www.sovrn.com/privacy-policy/
https://www.sovrn.com/yourdata/
https://www.sizmek.com/privacy-policy/
https://www.sizmek.com/rights-request/
https://twitter.com/privacy
https://help.twitter.com/en/rules-and-policies/data-processing-legal-bases
https://help.twitter.com/en/safety-and-security/data-through-partnerships
https://privacy.microsoft.com/en-us/privacystatement
http://www.themig.com/en-us/privacy.html
https://www.quantcast.com/privacy/
https://www.quantcast.com/privacy/quantcast-partners/
https://www.quantcast.com/privacy/data-subject-rights/

	A Study on Subject Data Access in Online Advertising after the GDPR

