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About this Book

The Information Security Solutions Europe Conference (ISSE) was started in 1999 by eema and
TeleTrusT with the support of the European Commission and the German Federal Ministry of
Technology and Economics. Today the annual conference is a fixed event in every IT security
professional’s calendar.

The integration of security in IT applications was initially driven only by the actual security issues con-
sidered important by experts in the field; currently, however, the economic aspects of the correspond-
ing solutions are the most important factor in deciding their success. ISSE offers a suitable podium
for the discussion of the relationship between these considerations and for the presentation of the
practical implementation of concepts with their technical, organisational and economic parameters.

From the beginning ISSE has been carefully prepared. The organisers succeeded in giving the confer-
ence a profile that combines a scientifically sophisticated and interdisciplinary discussion of IT secu-
rity solutions while presenting pragmatic approaches for overcoming current IT security problems.

An enduring documentation of the presentations given at the conference which is available to
every interested person thus became important. This year sees the publication of the eighth ISSE
book - another mark of the event’s success — and with about 40 carefully edited papers it bears
witness to the quality of the conference.

An international programme committee is responsible for the selection of the conference contri-
butions and the composition of the programme:
o Ammar Alkassar, Sirrix AG and GI e.V. (Germany)
o Gunter Bitz, SAP (Germany)
o Ronny Bjones, Microsoft (Belgium)
o Lucas Cardholm, Ernst&Young (Sweden)
o Roger Dean, eema (United Kingdom)
o Steve Purser, ENISA
o Jan De Clercq, HP (Belgium)
Marijke De Soete, Security4Biz (Belgium)
o Jos Dumortier, K.U. Leuven (Belgium)
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About this Book

TeleTrusT Deutschland e.V.
www.teletrust.de

TeleTrusT Germany (“TeleTrusT Deutschland e. V")
was founded in 1989 as a not-for-profit organisation
promoting the trustworthiness of information and
communication technology in open systems envi-
ronments.

Today, as an IT security association, TeleTrusT
counts more than 100 members from industry,
science and research as well as public institutions.
Within the last 20 years TeleTrusT evolved to a well
known and highly regarded competence network
for IT security whose voice is heard throughout
Germany and Europe.

In various TeleTrusT working groups ICT security
experts, users and interested parties meet each oth-
er in frequent workshops, round-tables and expert
talks. The activities focus on reliable and trustwor-
thy solutions complying with international stand-
ards, laws and statutory requirements.

TeleTrusT is keen to promote the acceptance of so-
lutions supporting identification, authentification
and signature (IAS) schemes in electronic business
and its processes.

TeleTrusT facilitates information and knowledge
exchange between vendors, users and authorities.
Subsequently, innovative ICT security solutions
can enter the market more quickly and effectively.
TeleTrusT aims on standard compliant solutions in
an interoperable scheme.

Keeping in mind the raising importance of the Eu-
ropean security market, TeleTrusT seeks co-opera-
tion with European and international organisations
and authorities with similar objectives.

Thus, this year’s European Security Conference
ISSE is being organized in collaboration with eema,
ENISA and the German Federal Ministry of the In-
terior.

Contact:

Dr. Holger Muehlbauer

Managing Director of TeleTrusT Deutschland e.V.
holger.muehlbauer@teletrust.de

eema
www.eema.org

For 23 years, eema has been Europe’s leading in-
dependent, non-profit e-Identity & Security as-
sociation, working with its European members,
governmental bodies, standards organisations and
interoperability initiatives throughout Europe to
further e-Business and legislation.

eemas remit is to educate and inform over 1,500
Member contacts on the latest developments and
technologies, at the same time enabling Members
of the association to compare views and ideas. The
work produced by the association with its Members
(projects, papers, seminars, tutorials and reports
etc) is funded by both membership subscriptions
and revenue generated through fee-paying events.
All of the information generated by eema and its
members is available to other members free of
charge.

Examples of recent EEMA events include The Eu-
ropean e-ID interoperability conference in Brussels
(Featuring STORK, PEPPOL, SPOCS & epSOS)
and The European e-Identity Management Confer-
ence in London in partnership with OASIS

EEMA and its members are also involved in many
European funded projects including STORK,
ICEcom and ETICA

Any organisation involved in e-Identity or Security
(usually of a global or European nature) can become
a Member of eema, and any employee of that organi-
sation is then able to participate in eema activities.
Examples of organisations taking advantage of eema
membership are Volvo, Hoffman la Roche, KPMG,
Deloitte, ING, Novartis, Metropolitan Police, TOTAL,
PGP, McAfee, Adobe, Magyar Telecom Rt, BBS, Na-
tional Communications Authority, Hungary, Micro-
soft, HB and the Norwegian Government Administra-
tion Services to name but a few.

Visit www.eema.org for more information or
contact the association on +44 1386 793028 or at
info@eema.org.



Welcome

Ladies and gentlemen,

It is a particular honour to invite you to the twelfth
ISSE Conference, taking place in Berlin on 5 - 7 Oc-
tober 2010, this year hosted by the Federal Ministry of
the Interior.

The independent ISSE Conference focuses on secure

information systems solutions in a globally networked 77
world. Since the advent of the Internet, countless busi- J
ness, administrative and consumer solutions have P
transformed our society and the base of economic co- %

operation around the world. Without doubt, secure
and trustworthy information systems are key for the
reliability of any ICT infrastructure and future eco-
nomic prosperity, particularly since more and more
fixed and mobile business processes use the Internet.

The ISSE Conference offers the best environment to discuss innovations and new technical solu-
tions for IT security in Europe. We expect more than 400 specialists, researchers, business leaders
and policy makers from all over Europe to join us at ISSE to share information and best practices
through thoughtful discussions and thorough debates.

Best wishes for a successful and productive conference. I look forward to seeing you in Berlin!

Thomas de Maiziére
Federal Minister of the Interior



Germany on the Road to Electronic
Proof of Identity

Ulrich Hamann

Bundesdruckerei GmbH
Oranienstrasse 91
10969 Berlin, Germany
email: info@bdr.de

Fast, efficient and convenient - that’s how we would like the digital
service society to be. Starting 1 November 2010, citizens in Germany
will have a new medium for electronic proof of identity and will take an
important step towards greater ID security in the online world.

Only a few small details on the outside hint at the multi-functionality of the new German ID card.
The technical centre, in the form of a contactless high-security chip, lies inside the document.

High security in miniature format

The new ID card will provide German citizens for the first time ever with a document-based
electronic identity that can also be used for private online activities.

To make use of this functionality, a citizen must deliberately choose to activate the electronic
functions of the new ID card. Moreover, they must also release their personal data, such as first
name and family name, date of birth, address, academic title or pseudonym, if any, during each
concrete online application using a personal identification number (PIN).
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Source: Federal Ministry of the Interior

Fig. 1: Sample of the new German ID card
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2 Germany on the Road to Electronic Proof of Identity

Security in many layers

Technically speaking, the new polycarbonate card that is centrally produced at Berlin-based Bun-
desdruckerei is designed according to the multi-layer principle. The document chip is embedded
in several layers of security foil placed on top of each other. These individual layers of foil are
irreversibly bonded together in a special production process and using a colour personalisation
method, so that the chip, the printed data and the card body form a self-contained unit. Any
attempt to manipulate the data would involve damaging the material and hence destroying the
document as a whole.

Trust based on reciprocity

According to BITKOM, the German Federal Association for Information Technology, Telecom-
munications and New Media, more than 70 percent of all Germans go online on a regular basis. In
Germany;, just like in any other country around the globe, the Internet has become one of the most
important sources of information and social platforms for many people. In order to be able to make
the best possible use of the growing digital diversity, reliable information regarding the identity of
the process participants is becoming increasingly important. At the same time, the sometimes very
complex and error-prone control processes are limiting the efficiency and economic feasibility of
many online applications, not just in Germany, and are resulting in a sheer endless flood of data.

This is all set to change fundamentally when the new ID card is introduced in November 2010.
All new document holders over the age of 16 will have the option to also use the handy card in
ID-1 format - comparable to the size of a credit card - for everyday online shopping, to register
on online platforms and for digital communications with public authorities. This is based on the
principle of mutual authentication, i.e. the user and supplier must identify themselves to each
other and hence clearly prove that they are who they claim to be (refer also to Fig. 3).

More than 170 German companies and institutions who have been preparing their new online
services since October 2009 in various application tests will be ready to start regular business
when the new document is officially launched. Citizens will then be able to experience for them-
selves the security and convenience which the new eID card (eID: electronic identity) has to offer.

New ID card Electronic functions

1. Biometrics

« Digital photo and two electronic fingerprints
(optional)

Exclusively for authorities entitled to check
identities, e.g. police and border control officers

. Electronic proof of identity
For eBusiness and eGovernment
PIN and authorisation certificate required

LENN)

w

. Qualified electronic signature

« Certificate can be loaded later on the chip

« Supplied not by the state, but by the market
(pursuant to the Act on Digital Signature)

Fig. 2: The new German ID card combines the conventional function of the photo
ID card with new electronic functions - in handy ID-1 document format
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Give and take - the principle of networked
system chains

By today’s standards, the German model is now already seen to be one of the most secure and
demanding solutions in Europe.

This is primarily due to the eCard API Framework developed in Germany, an IT framework struc-
ture that has been specified by the German Federal Office for Information Security (BSI). The
framework defines new interfaces for electronic identity and signature cards (Application Pro-
gramming Interface / API) and enables simple platform-independent communication between
different eCards and their applications.The so-called PACE (Password Authenticated Connection
Establishment) method, another component of the new eID infrastructure, will permit additional
password-based data release.

This will make it possible to have personal data read directly from the integrated chip of the
document and used for online transactions. These transactions are only possible when both the
document holder and the online supplier selected by the holder use the same system components
and when both partners have identified themselves to each other.

\
" Online service provider identifies a
Citizens itself with an authorisation certificate

Online
service provider

Can the individual
prove his/her identity?

Can the company prove
its electronic identity?

The new ID card allows both citizens

and online service providers to trust
the identity of the other party!

Citizens identify themselves with the
new ID card

n
[ 1]

Fig. 3: The electronic functions and security mechanisms bring security to a
new level and generate more trust in transactions and communication in the
digital world

Full control over data for citizens

The main goal of the new German ID card system is to warrant the informational self-determi-
nation of each citizen that is anchored in German constitutional law. Extended Access Control
(EAC), for instance, a security protocol already in use in the German electronic passport, will be
used. This means that before any data is exchanged, Terminal Authentication and Chip Authenti-
cation first check the scope and type of access authorisation as well as the integrity and authentic-
ity of the document chip (refer to diagram).
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Security Analysis of OpenlD, followed
by a Reference Implementation of an
nPA-based OpenlID Provider

Sebastian Feld - Norbert Pohlmann

Institute for Internet-Security
Gelsenkirchen University of Applied Sciences
{feld | pohlmann}@internet-sicherheit.de

Abstract

OpenlID is an open, decentralized and URL-based standard for Single Sign-On (SSO) on the Internet. In
addition, the new electronic identity card (“Neuer Personalausweis”, nPA) will be introduced in Germany in
November 2010. This work shows the problems associated with OpenID and addresses possible solutions.
There is also a discussion on how to improve the OpenID protocol by the combination of the nPA respec-
tively the Restricted Identification (RI) with an OpenlID identity. The concept of an OpenID provider with
nPA support will be presented together with its precondition. The added value created by the combination
of the two technologies nPA and OpenID in different directions is discussed.

1 OpenlD as a standard for SSO on the Internet

1.1 Problem

Today, users of IT systems in both the private and the business environment have to memorize
more and more access information.

In the private environment this arises from the fact that more and more services move into the
Internet. The served applications range from e-mail clients and office suites to social networks.
There is a login (the claim and the subsequent proof of identity) in almost every service before
it can be used. This becomes a problem if a user chooses too short or simple passwords, uses the
same password for different services (for convenience) or writes down the passwords.

But even in business environment, employees have to take care of the subject Identity Manage-
ment (IdM) and its implications. Through the personal use of services an employee will perform
various logins often several times a day. Examples are the login to the operating system, to cus-
tomer databases and e-mail accounts or the use of the corporation’s Internet. A company may
establish password policies that define a minimum length for certain passwords or the need to
change them at regular intervals. According to experience an increase in security often leads to a
decline in user friendliness or efficiency as well. In addition, there are costs resulting from non-

N. Pohlmann, H. Reimer, W. Schneider (Editors): Securing Electronic Business Processes, Vieweg (2010), 13-25



14 Security Analysis of OpenlD, followed by a Reference Implementation of an nPA-based OpenID Provider

productive time (an employee returns from vacations and forgot the password), or the operation
of a user help-desk (a central place to restore forgotten passwords amongst others).

There are different remedy approaches for the problem described. This work deals in particular
with the idea of Web Single Sign-On (Web SSO) and the so-called strong authentication. On
Web SSO there is only one identifier and a unique authentication using, for example, a strong
password. The disadvantage is the single point of failure (the identity manager’s service) and the
urgent risk of phishing. OpenlID is an example of a Web SSO protocol. On strong authentication
(also multi-factor authentication), multiple factors like knowledge, possession and property are
used to determine identity. A classic example is the use of smart cards with digital certificates. A
concrete implementation of this strategy is the eID feature of the new electronic identity card in
Germany.

1.2 Overview of OpenID

OpenlD is an open, decentralized and URL-based standard for SSO on the Internet [ReRe06].
In version 2.0 of the specification (since 2007), a user can freely choose both the identity and the
identity manager [ReRe07]. The identification of a user takes place via the proof of the possession
of a URL, called OpenID identity.

The great benefits of Web SSO in general, and OpenlID in particular is the one-time login at the
identity manager (OpenID provider, OP) and the subsequent use of any OpenID-supporting
services (relying party, RP). The credentials of a user (client, C) are not longer deposited at many
points on the Internet, but only at a central and trusted authority, the OP. Consequently, the
digital identity of a user is no longer distributed and redundant, there is only one identifier - the
OpenlD identity (Identifier, I).

The biggest danger in context of OpenlID is the high vulnerability to phishing when using pass-
words. If an attacker acquires the password of an OpenlD identity, all connected services are
available to him or her. This can be done, for example, through phishing or by the fact that a user
chooses a weak password. Another problem is the possibility of profiling on the part of the OP.
The OP knows both the services utilized by the user and the frequency of use and thus could sell
these information as user profiles.

1.3 Course of the protocol

The execution of OpenID consists of seven steps which are described more detailed below (see
Figure 1):
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2)
Normalization
and Discovery

o (3) Association Negotiation (optional) -
< (4) Authentication Request -
Relying Party (RP) OpenlD Provider (OP)

< (6) Authentication Response

Wt

G

(7) Assertion
Verification

Figure 1: Course of the OpenID protocol

Initiation is the transfer of the user-chosen identifier to the relying party which starts the login
process. A user calls the website of the service provider (RP), and names only an OpenID identity
(the identifier) instead of a user name and password. An example could be https://openid.internet-
sicherheit.de/johnDoe. The submission of the HTML form to the RP ends the first step.

Normalization/Discovery describe the process by which the relying party converts the OpenID
identity entered by the user in a standardized form on the one hand and obtains information
about the responsible OpenID provider on the other hand. The RP starts with normalizing the
identifier entered by the user (see [BeFMO5], chapter 6). An example is the addition of a missing
schema such as https:// to openid.internet-sicherheit.de/johnDoe. Subsequently, the RP executes
the Discovery in which the information needed for generating an authentication request are
determined. The XRDS or HTML document identified by the Discovery contains information
about the location of the OpenID service on the part of the OP (OP Endpoint URL), the version
of the supported OpenID protocol (Protocol Version), the name of the claimed identity (Claimed
Identifier) and an alternative representation of the identifier (OP-Local Identifier).

Association Negotiation (optional) establishes a communication link with secured integrity
between relying party and OpenID provider. RP and OP negotiate a shared secret in order to
digitally sign and verify subsequent OpenID messages. If a RP is not capable of creating or sav-
ing associations (optionality of this step), the so-called “stateless mode” is used. For this, the OP
creates a private secret for signing OpenID messages. The RP verifies messages received through
direct communication with the OP (see [ReRe07], chapter 11.4.2).

Authentication Request is the request of the relying party to the OpenID provider to authenti-
cate the user. The RP forwards the user’s web browser together with the OpenID authentication
request to the OP.

Authentication is the actual verification of the user’s identity. The OP checks whether the user
is in possession of the OpenID identity and whether he or she wishes to perform the current
authentication. The characteristic of the user’s authentication is not specified in the standard
([ReRe07], chapter 3). The responsibility is entirely with the OP, on whose statement a RP has
confidence in. The execution of authentication is effectively outsourced. These days the combina-
tion of user name and password is a common mechanism for authentication.
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Single Sign-on(SS0O) to Cloud based
Services and Legacy Applications
“Hitting the IAM wall”

Marcus Lasance

Phillipssite 5, 3001 Leuven, Belgium
Verizon Business
marcus.lasance@verizonbusiness.com

Abstract

With the advent of the de-perimeterized organization and increased scepticism around ‘Cloud Security’
is SSO still a viable worthwhile goal for organisations?

Single Sign-On (SSO) projects are a special case of Identity and Access Management (IAM) projects. They
are usually undertaken with the aim of increasing the user friendliness of Corporate IT systems’ user log-on
processes. This should result in abolishing the use of multiple username and password combinations the
user has to remember and change at different intervals. The SSO aim should be achieved without jeopard-
izing information security in any way. Increasing user convenience in such a manner will increase user
satisfaction with the IT department along with general productivity levels.

Cost control related to IT help desks resetting forgotten passwords should follow.

SSO can also help organizations address information security compliance requirements, through the central
logging (and audit facilities) of all access attempts and authorization decisions granted in relation to the
organization’s restricted information resources. Sometimes compliance objectives are in fact the major busi-
ness driver for SSO.

In the consumer space customer loyalty and retention rates are often cited as an important commercial
driver for SSO projects.

With the advent of the de-perimeterized organization' and increased scepticism around ‘Cloud Security’ is
SSO still a viable worthwhile goal for organisations?

This paper takes a closer look at special security issues arising when an organization attempts to create an
Enterprise Single Sign-On (ESSO) solution that includes both legacy applications hosted within traditional
organizational firewalls and a new breed of ‘Cloud Based’ solutions that are following the Software as Service
(SaaS) model and therefore can be hosted with any number of Service Providers (SP) ‘in the cloud.

1 Examining the role of IAM as SSO enabler

When thinking about SSO and Information Security two conventional wisdoms often come to
mind. The first is the concept of avoiding dependence on ‘the weakest link’ in your organizations
defences. The second is the concept of not wanting to put all your eggs in one basket.

1 http://www.opengroup.org/jericho/deperim.htm

N. Pohlmann, H. Reimer, W. Schneider (Editors): Securing Electronic Business Processes, Vieweg (2010), 53-60



54 Single Sign-on(SSO) to Cloud based Services and Legacy Applications “Hitting the IAM wall”

For the weakest link in protecting information assets read ‘Username and Password” which, like
no other authentication method, is highly vulnerable to social engineering attacks, malware key
loggers and yellow ‘post-it’ notes left by lazy PC users for office cleaners to read.

In a homogenous single organization from an IT perspective the weakest link argument against
SSO can be quickly countered by giving, as part of the project, all users a much stronger form of
authentication. This usually means replacing ‘Username and Password’ with two factor authen-
tication.

In other words, the bar is raised for everyone, without exception. This in itself can of course be a
costly exercise, wiping out any potential cost savings of an SSO project.

Another question is: “Will all the business partners in a given federation be able to set the bar for
information protection at the same high level?”

The question is not just related to the available budget in other parts of the federation, e.g. to
purchase authentication tokens, but also a question of compatibility of security policies and audit
capabilities between partners.

In the UK a fly on the wall’ TV documentary recorded the unauthorized access of
client financial records by call center employees from a marketing agency contracted
by a well know high street bank. The call centre had a high staff turnover and was in
fact ‘recycling’ a number of not individually assigned network access tokens to access
client accounts. This is of course not the kind of federated SSO we want, as any audit
log would prove absolutely nothing except that the bank was not really in control!

The ‘putting all your eggs in one basket’ paradigm could be used to make a case against SSO, with
the argument that if one individual computer system’s security was to be breached at least the
integrity of most other systems could be presumed still to be intact.

This is a very weak argument. How many users use the same username password combination
for many of the corporate applications they access? For the simple reason they cannot begin to
remember them all and writing them down is prohibited? The added protection provided by
multiple sign-on(s) may be just an illusion!

2 No SSO without solid Identity Management!

As the example in the frame above illustrated, once SSO is enabled with a strong authentication
form factor (RSA SecurelID Token, PKI smartcard or OTP) it becomes of paramount importance
to manage the users’ entire life cycle with the organization. An ex-employee logging in with a
token that was not decommissioned is still a security breach. This means, not only are we aim-
ing to provide the right levels of access from day one with the organization and making the new
employee immediately productive; we also need to ensure that access is removed the very instant
an employee leaves the company, sometimes well before! The same applies to partner employees.
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Bernhard M. Himmerli' - Henning H. Arendt*
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Abstract

The PARSIFAL projekt (Protection and Trust in Financial Infrastructures) project is a Coordination Action
funded within the FP7 European Research Programme Joint Call for Information and Communications
Technologies and Critical Infrastructure Protection. Project Coordinator is ATOS Origin Sae/Spain, part-
ners are ACRIS GmbH/Switzerland, @bc, - Arendt Business Consulting/Germany, Avoco Secure Ltd,(UK,
EDGE International BV/Netherlands, Waterford Institute of Technology/Ireland. This article summarizes
the recommendations for future research how to better protect Critical Financial Infrastructures (CFI) in
Europe. It should be a valuable guidance to initiate projects that address these stakeholders’ recommenda-
tions.

1 PARSIFAL - An Overview

The European Programme for Critical Infrastructure Protection (EPCIP) [2] lists 11 sectors of
critical infrastructure including the Critical Financial Infrastructure. The PARSIFAL (Protection
and Trust in Financial Infrastructures) project is a Coordination Action funded within the Eu-
ropean Research Programme Joint Call for Information and Communications Technologies and
Critical Infrastructure Protection. Project Coordinator is ATOS Origin Sae/Spain, Partners are
ACRIS GmbH/Switzerland, @bc. - Arendt Business Consulting/Germany, Avoco Secure Ltd,(UK,
EDGE International BV/Netherlands, Waterford Institute of Technology/Ireland. Cooperation
partners of PARSIFAL are the European Finance Forum and another FP7 project Communica-
tion Middleware for monitoring Financial Critical Infrastructure (CoMiFin). The duration of the
project was 18 months. It started September 2008 with the following project objectives

« Bringing together CFI research stakeholders

o Contributing to the understanding of CFI challenges

« Developing longer term visions, research roadmaps, CFI scenarios and best practice

guides
« Coordinating the relevant research work, knowledge and experiences

This summary serves for both: for executives of the finance industry to initiate projects that ad-
dress the stakeholders’ recommendations, and for the research community to address the topic
and find partners in the financial sector. The methodology (section 2) describes the process which
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led to the mapping of challenges to scenarios (section 3) and the eight overall recommendations
(section 4). The dependencies and interrelation of the eight recommendations are analysed (sec-
tion 5) in order to generate a consecutive order of projects. The prioritization process of the eight
recommendations (section 6) is discussed and the three key documents with background and
detail level information created by the project partners are presented (section 7). Finally conclu-
sions are taken.

2 PARSIFAL Methodology

PARSIFAL strengthened engagement between the European Commission and the Financial Ser-
vices Industry in terms of trust, security and dependability. For Critical ICT infrastructures,
directions for future research programmes were elaborated.

PARSIFAL established an Experts Stakeholders Group (ESG) to align research in this area to the
needs of the Financial Services Industry. The ESG includes key actors in the CFI protection with
sub-groups representing the financial industry, academia and government. ESG topics covered
financial, IT, R&D, "Trust, Security and Dependability’ (TSD), and service providers’ perspec-
tives. Members include high level decision-makers as well as managers and experts related to the
topics. PARSIFAL engaged closely with other R&D projects in the ICT/CIP/CFI domains, most
specifically the CoMiFin project funded in the same call. The activities of the project centred on
two ESG workshops, where stakeholders exchanged their views directly and discussed future sce-
narios and challenges from various perspectives in a first workshop in which the research chal-
lenges of the financial sector were discussed in the following three topics related expert groups:

1. Controlling Instant On Demand Business in CFI: Authentication, identity management,
resilience and denial of service;

2. Entitlement Management and Securing Content in the Perimeterless Financial Environ-
ment: Identity, policy, privacy and audit;

3. Business Continuity and Control in an Interconnected and Interdependent Service Land-
scape: Compliance, protecting critical processes.

The three stakeholder working groups used written exercises and discussion to define future sce-
narios and challenges in CFI protection.

The discussions in the groups were twofold. First, the future scenarios were discussed, which
need a change in security or more attention. The scenarios are the justification of why something
could be more important in the future. Second, expected technology developments, technology
related innovations, and research challenges were discussed. Finally, a mapping of the challenges
to the scenario helped to eliminate technology visions without any clear relation to improvements
in the financial infrastructure.

3 Mapping CFl Challenges to Scenarios

As a result of their first workshop, PARSIFAL mapped challenges in CFI protection to appropriate
scenarios. This action compared and clarified the challenges of securing CFI.



Critical Infrastructure in Finance PARSIFAL Recommendations 117

Figure 1 is a condensed re-presentation of a 30 scenarios by 30 challenges matrix that shows the
main areas of concern, as directly expressed by the stakeholders.

Fragmentation —

Concentration N S/

Fig. 1: Mapping Scenarios and Challenges

The key ideas and paradigms in this diagram are:

o Infrastructure - technology platforms, increasing complexity

o Infrastructure - business practises and working patterns, increasing complexity

o Infrastructure - data security methodology, highly distributed networks and borderless
environments

o Countermeasures - robust Identity Management (IDM), new threat/ fraud recognition
methods

o Systems - identity mechanisms and identity management

o Compliance - highly distributed networks and borderless environments, data security in
highly distributed networks

o Global threats versus local measures

4 PARSIFAL Recommendations and Research
Directions

The project results in the form of recommendations for future research are results from prepara-
tion papers of the project team, the presentations at the workshops, the written work done at the
workshop and the post processing in the research team.

As a result of the discussions on CFI challenges and scenarios, PARSIFAL formulated eight rec-
ommendations for future research in the area of CFI protection:



118

Critical Infrastructure in Finance PARSIFAL Recommendations

Table 1: Work-Streams and Recommendations

Stream 1: Instant on
Demand Business

1. Classification of identity attributes for wired on-line and mobile users of financial ser-
vices should be defined and well understood by providers of these services and their cus-
tomers.

2. Trust indicators need to be developed, which allow for the various gradients of trust any
entity might achieve when using specific financial services.

3. Support platforms are needed for the management of multiple identities to allow con-
sumers to authenticate themselves with various professional and private identity attributes.

Stream 2: Entitlement
Management

4. Digital identities are required that are highly standardised across the financial services
sector, with the introduction of mandatory IDs for all financial institutions, cross border
interoperability and a “single/global” identity issuing authority.

5. Data Security measures are required, such that (1) a digital identity links directly with

a security policy to a data object, (2) data is secured as encapsulated entities, and (3) with
flexible security policies that are based on individual access rights plus Digital Rights Man-
agement (DRM) for enterprise content to allow for flexible security policies and geographic
boundary control.

6. New Computing Paradigms need to be analysed, which allow for de-perimeterization of
the organisation, e.g. Cloud Computing, supported by any new security focus. Predictive
models need to be created to understand security risks. Cross border legal issues need to be
resolved.

Stream 3: Business
Continuity

7. Design and implementation of secure platforms and applications should be researched,
such that an alternative and secure communication system/infrastructure will be available,
including an adequate coordination response team(s) at a national and international level.

8. Testing, design and implementation of such secure platforms should be elaborated as
well as applications- and infrastructures- test through trustworthy multilateral exercises
between CIP-sectors and governments. Models for business continuity need to be extended
to (1) sharing risks and (2) end-to-end communication between trade participants, as well
as to (3) the volume and the complexity of specific financial markets. These models should
be “crash” tested, regularly evaluated and updated.

The target population of our recommendations can be divided into four groups:

The European Comission.

Providers of financial services and operators of financial infrastructures.

1
2
3. EU Member States Governmental agencies and regulators.
4

IT security experts and researchers.

5 Dependencies between the Recommendations

In a complex process with consideration of the stream and sense of urgency figure 2 was devel-
oped showing the timeline (starting with recommendation six), the dependencies and interrela-
tion of the recommendations.

The eight recommendations are dependent, time- and content-wise. These dependencies should
be considered in more detail when deciding which area of research to emphasize. Figure 2 takes
into account these dependencies and outlines the research program which might result from the
recommendations, where each recommendation could be a 2-3 year Specific Targeted Research

Project (STREP).
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Abstract

We are in the midst of a revolution within computing. It goes under the name of cloud computing. Analysts
estimate that in 2012, the size of the enterprise cloud-computing business may reach $60 billion to $80
billion - or about 10% of the global IT-service and enterprise-software market [DeSa09]. Such inevitable
revolution brings about a lot of benefits but also several legal concerns. It has emerged from a recent study
that security, privacy and legal matters represent the main obstacles that are encountered when implement-
ing cloud computing, because the market provides only marginal assurance. This paper briefly describes the
main legal issues related to cloud computing and then focuses on data protection and data security, which
are by far the biggest concerns for both cloud service providers (CSPs) and (potential) customers. I build on
the work done last year as contributor to the European Networks and Information Security Agency (ENISA)
‘Cloud Computing Risk Assessment’ to further analyse data protection and data security issues. It is worth
clarifying that the present paper analyses cloud computing services offered by CSPs to businesses (as op-
posed to consumers), i.e., B2B cloud computing.

1 Introduction

We are in the midst of a revolution in computing . It goes under the name of cloud computing. In
a nutshell, cloud computing is “a model for enabling convenient, on-demand network access to
a shared pool of configurable computing resources (e.g., networks, servers, storage, applications,
and services) that can be rapidly provisioned and released with minimal management effort or
services provider interaction” [MeGr09] Analysts estimate that in 2012, the size of the enterprise
cloud-computing business may reach $60 billion to $80 billion - or about 10% of the global IT-
service and enterprise-software market [DeSa09]. Such inevitable revolution brings about a lot of
benefits but also several legal concerns.

It has emerged from a recent study that security, privacy, and legal matters represent the main ob-
stacles that are encountered when implementing cloud computing, because the market provides
only marginal assurance'. [ChHe10]

1 In this respect, it is worth pointing out the project: ‘Common Assurance Maturity Model’ (CAMM) http://common-
assurance.com, which aims at serving as the new business barometer to assess, measure, and qualify the security pro-
files of selected Cloud Service Providers. CAMM’s objective is to provide business users, and security professionals with
granular articulations of the level of security associated with a particular cloud provision. Culminating with assured and
tested information which may then be leveraged to gain insight as to how a Cloud Providers profiles meet with (potential)
customers’ overall organisation security, governance, and compliance expectations.

N. Pohlmann, H. Reimer, W. Schneider (Editors): Securing Electronic Business Processes, Vieweg (2010), 163-172



164 Data Protection and Data Security Issues Related to Cloud Computing in the EU

This paper briefly describes the main legal issues related to cloud computing (Section 2) and then
focuses on data protection and data security (Section 3), which are by far the biggest concerns
for both cloud service providers (CSPs) and (potential) customers. I build on the work done last
year as contributor to the European Networks and Information Security Agency (ENISA) ‘Cloud
Computing Risk Assessment [BaMS09] to further analyse data protection and data security is-
sues.

The following specific questions will be addressed:
a. When does Directive 95/46/EC apply (Subsection 3.1)?

b. How are data protection roles (i.e., data controller and data processor) distributed in the
cloud environment, and thus the related duties, obligations, and possible liabilities (Sub-
section 3.2)?

c. Which data security measures need to be applied (Subsection 3.3)?

d. What are the possible ways to lawfully transfer personal data to countries outside the Eu-
ropean Economic Area (EEA) (Subsection 3.4)?

e. How can data subject rights be guaranteed (Subsection 3.5)?
Section 4 hosts the conclusions.

It is worth clarifying that this paper analyses cloud computing services offered by CSPs to busi-
nesses (as opposed to consumers), i.e., B2B cloud computing (as opposed to B2C). For an analysis
of data protection issues related to B2C cloud computing services I reccommend reading the pa-
per entitled “Cloud Computing and Its Implications on Data Protection” drafted for the Council
of Europe by a group of researchers leaded by Yves Poullet of the Research Centre on IT and Law
(CRID). [PGG+10] Whereas, for an analysis of technical and legal issues related to the use of
cloud computing services by Governments, a dedicated ENISA study “Security and resilience in
Gov clouds” will be published by the end of 2010.2

2 Main Legal Issues Relate to Cloud Computing

Cloud computing can be defined as the ultimate expression of outsourcing. Whereby the custom-
er contracts out to the CSP computing resources (e.g., networks, servers, storage, applications,
and services), which are fundamental to run customer’s business. Inevitably, the stability and
the results of customer’s business become very dependent from the CSP correct performance.
Moreover, considering that the services provided by CSP are mainly e-mail, messaging, desktops,
account and finance, payroll, customers’ billing, project management, CRM, sales management,
and custom application development, a significant number of customer’s critical information and
personal data may circulate in the cloud and thus be managed/processed by the CSP.

The cloud model is strongly based on the concept of ‘location independence. Fundamentally,
“the provider’s computing resources are pooled to serve multiple consumers using a multi-tenant
model, with different physical and virtual resources dynamically assigned and reassigned accord-
ing to consumer demand.” [MeGr09] Information and personal data are rapidly transferred from
one datacenter to another and the customer invariably has no control or knowledge over the
exact location of the provided resources. Exceptionally, the customer may be able to specify the

2 Keep an eye on the ENISA website: www.enisa.europa.eu.
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location, but only at a high level of abstraction (e.g., country, state or datacenter) and at additional
cost.

The main legal concerns related to the cloud model are related to data protection and data secu-
rity; confidentiality of the information and intellectual property; law enforcement access; CSP
professional negligence; subcontracting of cloud services and CSP change of control; and ‘vendor
lock in. [BaMS09]

Data protection and data security issues will be dealt with in Section 3.

Secret information, ‘know-how’, copyrighted work, and patented inventions may circulate in the
cloud. An information security breach in the cloud may directly threaten the customer, and may
never be fully restored in subsequent legal proceedings. Therefore, such issues should be ad-
dressed in dedicated contractual clauses, i.e., ‘Confidentiality/Non Disclosure Clause’ and ‘Intel-
lectual Property Clause. Whereby the boundaries of parties’ responsibility and related liabilities
should be clarified. Service Level Agreements (SLAs) and Technical Annexes may be particularly
suitable for specifying technical means of transferring, conservating, processing, accessing, and
safeguarding customer’s business-sensitive information. [BaMS09] [PGG+10]

As already pointed out, computing resources are usually offered to customers from different loca-
tions at different times; information and data related to their businesses can easily and quickly
be transferred from one datacenter to another one in an entirely different country . Customers
should be aware that requirements and restrictions concerning law enforcement access to data
may significantly vary from one country to another. In fact, datacenters can be established in
countries that provide little or no protection to personal data in the framework of law enforce-
ment activities. Moreover, exactly “[t]he development of datacenters might provide great op-
portunities to public authorities to access to a great amount of information pertaining to its citi-
zens or to foreign citizens. Even considering democratic countries, the United States of America
constitute a problematic example due to the very controversy third party data issue in the lim-
ited scope of the Fourth Amendment protection”. [PGG+10] Therefore, if particularly business-
sensitive information/data are to be processed in the cloud, customers should consider whether
to specify the location (e.g., country, state, or datacenter) where their information/data will be
processed. Customers, that request such customization of cloud-computing services, have to be
prepared to bear additional costs. Moreover, it will be advisable for the parties to specify in a
clause “how a law enforcement entity may be given access and what type of notice will be given
to the parties if this occurs” [BaMS09]

By contracting out to the CSP fundamental computing resources, customer’s business becomes
very dependent from the CSP’s correct performance. CSP failures or shortfalls in the provision of
the cloud services may significantly impact on customer business and customer ability to meet its
own duties and obligations towards clients and employees; potentially exposing the customer to
actions for damage in contract or tort. On the other hand, customers’ negligence in using cloud-
computing services may lead to loss and damage for the CSP. SLAs and “Liability” and “Indem-
nity” clauses will play a fundamental role in this matter. Detailed SLAs, in which CSP levels of
performance are accurately spelled out, coupled with contractual clauses that clearly allocate, on
the one side, general parties duties and obligations, and, on the other side, parties’ liabilities and
responsibilities will be crucial for a fruitful relationship.
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Abstract

This paper illustrates the botnet problem, its impact and the need of security measures. By reviewing the
existing literature regarding the botnet detection solutions the paper evidences the important role an ISP
could take to better safeguard the user reducing in the meantime the spreading of the botnet phenomenon.
The malware detection and prevention platform that Telecom Italia has defined is described. The aim is to
minimize the potential harm that bots can inflict upon Internet infrastructure and to provide a detection
and notification way to the users when their machines try to access a malware domain or when there is
evidence that their computers have been compromised.

The idea is not necessarily to block or delay the users’ traffic but to inform the users about the potential
security risk on navigating on compromised sites, leaving anyway to the users the final choice to access the
malicious domain. A security portal is accessible from a user detected as potentially infected with the aims
to provide a common, well-organized set of information useful to clean the compromised system. Following
this approach TT intends to prevent damage to its infrastructure while contrasting the malware infection
spread.

1 Introduction

Bot networks proliferation and their evolution represent one of the most current alarming se-
curity threats for Internet users and also for Internet Service Providers (ISP). Differently from
other types of malware, a bot is designed to infect a host and connect it back to an entity called
botmaster, using a specific Command-and-Control (C&C) infrastructure. In such way the com-
promised hosts periodically receive binary updates and attack instructions. The greatest danger
is represented by the minds behind those bot networks and the ability through which they can
control their infrastructures by preserving their anonymity.

During the last years, we have assisted to a shift of the objectives that motivate the malicious
activities of cybercriminals. They are not in search of notoriety but rather they are increasingly
focusing on attaining financial gains. This shift is characterized by a new generation of cyber-
criminals. They don’t act individually, but to ensure a stable business model, they began to create
sophisticated organizations with different players whose relationship and co-operation is based
on a trading system. On one hand there are the suppliers of services, ranging from the malicious
code writers to the developers of exploit packets. On the other hand there are the consumers of
these services ranging from spammers to cybercriminals that use extortion or the stolen data to

N. Pohlmann, H. Reimer, W. Schneider (Editors): Securing Electronic Business Processes, Vieweg (2010), 203-213
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make profits. Within this business system, botnets represent the element of interaction between
the service suppliers and the concerning consumers.

The reason is simple. Botnets make possible to the cybercriminals to gain high profits at low costs,
if compared to the involved risks. They represent a malicious infrastructure able to provide flex-
ible resources usable to exploit new types of vulnerability and new malware techniques. By rely-
ing on the use of malware armies, the botnet owners become the preferred purchasers of malware
services, not only to propagate the infections on new hosts and to retrieve new resources but also
to perform criminal activities. This increased demand of malicious code has led to an evident
and rapid malware evolution regarding the techniques used to avoid antivirus detection and re-
moval and to hinder analysis of malicious code. The use of packing, stealthing, polymorphism
and metamorphism are only some examples. For the botnet owners the cooperation with the
supplier of malware services gives some economic benefits. Botnet operators can now rely upon
the quality of the malicious code that reduces the risks involved in its use. This is very important
because the profits of the botnet owners are entirely reliant on the availability, stability and in-
tegrity of the botnet infrastructure. Financial gains are achieved by the sell of an entire botnet or
by the temporary rent of a group of compromised hosts to third parties, usually used for sending
out spam messages or for performing denial of service attacks against a remote target. There is a
fast-growing online cybercrime market based on this model of ‘botnet-as-a-service’ that, just like
legitimate commercial Internet service, offers helpdesk support, Service Level Agreement (SLA)
and price list. Others services available, in addition to the rent of part of a botnet, include the sale
of personal data stolen to the victims (e.g. credit card numbers) and the infection of target sys-
tems based on the “pay-per-install” model. The money received by botnet owners, for a successful
compromised system, depends on the difficulties in infecting the system.

The evident damage and the potential bad effects of botnets make their detection essential to
prevent further infections. Most of the internet users are characterized by low security protection
level which allows an attacker to easily penetrate their computers. Internet users are generally
not aware of potential risks their malware infected computers are exposed to, such as phishing,
online fraud, theft of personal data (like personal credentials for online banking account, credit
cards numbers, personal identification data and so on). They can also become an unaware source
of spam or a component of online crime network. Most of the time, the actions and measures
that the users take to address a machine infection are useful, but have proven to be insufficient
to reduce the overall problem. This has shifted the attention to the role that an Internet Service
Providers (ISPs) can have as control points for botnet activity.

ISPs, while providing IP connectivity and other services to their Internet customers, are in a
privileged position to detect malware infection and propagation in their networks. It is important
that the first step toward prevention would be made at the network/ISP level rather than relying
only on individual users to keep their machines clean by bot. The benefits are not only related to
the Internet users, which would be better protected if their ISPs play a security role, but also for
the same ISP.

The presence of a large number of infected hosts is a big problem for an ISP: the bots can be used
to send very large volumes of spam, resulting in extra cost for the ISP and in a negative reputation
of the IP address space used by the ISP. By causing ISP‘s mail servers and network links to get
blacklisted, bots reduce the quality of service the ISP can provide to its subscribers. For the ISP is
then a big benefit to reduce the size of bonets and to mitigate their effects.
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The Botnet is known to be an internationally distributed problem which requires a mutual co-
operation between all the parties involved: security software vendors, registrars, legal and gov-
ernment entities and also ISPs. Some initiatives in this direction are raised. The Messaging An-
ti-Abuse Working Group (MAAWG), with the collaboration of the major Internet and email
service providers, has issued the first best practices [MoO’09] for managing infected subscribers.
Customers with infected computers are redirected to a protected environment, provided by the
ISP, where they can download remediation tools to remove the malicious code. The Internet En-
gineering Task Force (IETF) has published a draft [LIMO09] with recommendations for ISP on
the methods usable for alerting the customers whose systems have been compromised. Also the
largest ISPs in Australia, under pressure from the government, are preparing a voluntary code,
containing guidelines on how ISPs can identify suspicious activity, the contact ways they can use
to alert the infected customers and mechanisms for filtering out their connection.

In the next chapter we will provide an overview of the botnet detection approaches currently
known. Chapter 3 describes the botnet detection and prevention framework that Telecom Italia
has defined with the intent to protect its users and to give them notification of potential security
risks. Finally our contribution ends with a conclusion session.

2 Overview of the Botnet detection solutions

The research community is actively looking for effective methods against the botnet phenom-
enon; in fact the detection represents a complex challenge and some of the proposed solutions
cannot sufficiently handle the problem.

Bots can use custom protocols as their communications channel; moreover they can employ en-
cryption and packing mechanism to mask their payload and can use different network topologies
to organize themselves. As a result, a number of botnet-specific detection approaches have been
proposed. These systems can be applied either on network level or on host level.

Host-based solution can be useful on recognizing malware binaries and anomaly behavior re-
lated to system calls or to the creation of specific registry keys. Anyway most of them are signa-
ture based and may be ineffective: malware authors are using a vast array of tool and techniques
to generate new variants of malware to easily evade their detection. Moreover bots may have
the same privilege level of host-based detection systems; they can disable anti-virus tools or use
techniques such as rootkits to protect themselves from detection at the local host. Finally, these
solutions can involve a system performance overhead which is sometimes significant and not well
accepted by the users.

Network-based detection systems that rely on signature have the same problem: they cannot
detect new attacks without a proper signature which describes the new threat behavior. On the
other hand, anomaly-based detection systems did not have this limitation. Most of these tech-
niques focus on discovering the Command and Control (C&C) channels between botmaster and
individual bots. Others approaches look only to specific aspect that characterize the bot infection,
for example the detection of scanning activities to detect a local host infection. Because bot agents
can infect a system using many different ways other than traditional remote exploitation, there is
a risk to have lots of false positives and false negatives.
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Abstract

The German electric energy industry is under change. The Smart Grid, Smart Metering and electric mobility
are being researched and implemented. It will have implications for the security and privacy of our every-
day-lives if security and privacy are not taken into account during this change. Therefore the identification
and mitigation of security and privacy issues of prospective technologies is essential before respective sys-
tems are built. In this paper we identify the current legislative measures to induce change, derive the neces-
sary technical changes and analyze them with respect to security and privacy challenges. We identify several
security and privacy challenges: New paradigms like mobile energy consumers or bidirectional communica-
tion with electrical meters, isolated systems like Industrial Control Systems or Home Automation Networks
that will eventually be connected to public networks and huge amounts of privacy-related data that will be
created by respective systems. We conclude that the energy sector is an interesting field for security and
privacy research and that now is the time to ensure a secure and private future of energy supply.

1 Motivation

In ten years, we drive electric cars with renewable energy. We are now at the point in time where
we, as security researchers, need to ensure that this will happen in a secure and privacy-aware
manner.

Due to legal and technological changes the electric energy industry is changing rapidly at this
very moment to accommodate topics like volatile renewable generation, electric mobility on a
wide scale or consumer load shifting while still maintaining stability, affordable electric energy
and safety for our society. For the realization of these topics IT-systems will play a crucial role
and their security will in turn play a crucial role for the safety of electrical grids. Security in IT-
systems for the energy industry is a very interesting topic, as these systems will unlock certain
markets for the energy industry that will have impact on our every-day-life and as currently many
new technologies are explored in research projects. Different constraints make this endeavour
challenging: legal constraints, safety, availability and real-time requirements, the heterogeneity of
involved players and the variety of potentially malicious users and their attack vectors.

In this work we list the relevant legal changes for the German energy sector and derive result-
ing changes for its IT-systems. Based on these prognosed changes we identify emerging security
challenges that need to be taken into account now in order to ensure a secure and privacy-aware
transformation of the energy sector.
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The rest of this paper is structured as follows: Firstly, we list several legislative impulses and their
affect on the energy landscape with the help of three snapshots in Section 2. Secondly, in Section
3, we analyze the potential resulting changes in IT-systems. In Section 4 we depict which security
challenges can be deducted from the aforementioned changes in IT-systems and give some spe-
cific new attack vectors. Finally, after reviewing related work (Section 5), in Section 6 we conclude
with a summary.

2 The Energy Landscape under Change

The energy landscape has been under major change in Germany since 1999 although first ground-
work was already laid as early as 1991. These changes are mainly driven by politics which in turn
realize standards set by the European union and its road map for the energy sector [EUCO06].
The following is an incomplete list of legal changes that have been mayor drivers for the change
of the energy sector:

L1: Liberalization of energy markets: The goal of liberalization was to enable energy consumers
to introduce competition into the energy sector and thereby foster efficiency and economic vi-
ability. What was previously considered a natural monopoly was divided into pieces where the
only natural monopoly, the transport of energy, was subjected to regulation. Vertically organized
corporations that owned the whole value-chain from production over transport to sales had to
unbundle their operations to correspond to roles that the legislation created. See [Krisp07] for a
detailed analysis of legal change.

L2: Support for the decentralized generation of renewable energy: Since 1991 several financial
and legal measures were introduced by the legislative to support the decentralized production
of renewable electrical energy. The implemented measures have led to an increased amount of
decentrally produced renewable energy [BMUE10].

L3: Further liberalization of meter operations: In 2008 a law introduced two new roles for the area
of meter installation, operation and meter reading: The metering point operator is responsible for
installation, operation and maintenance of the meter while the measurement services provider is
responsible for reading the data off the meter and transferring it to respective authorized receiv-
ers [GeLe08].

L4: Introduction of Smart Meters: Houses that are newly-connected to the electrical grid or that
have been renovated since 2010 must be equipped with a special meter (§21b of [GeLe05]). Al-
though, remote-reading is not mentioned as a requirement in the law, metering point operators
want to upgrade directly to full Smart Meters with remote-reading capability (advanced meter-
ing).

L5: Free choice of metering point operator: According to §21b (2) of [GeLe05] house-owners
have the choice of metering point operator. The metering point operator has to use a meter that
fulfils the legal requirements and the technical requirements of the local grid operator.

L6: Tariffs to encourage energy saving: From end of 2010 energy suppliers must offer at least
one tariff that supports the saving of energy. This might either be a load-dependent or a time-
dependent tarift (§ 40 (3) of [GeLe05]). This might support L4 in the wide-scale distribution of
Smart Meters as load/time-dependent metering requires this hardware.
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Abstract

The application, issuance and usage of modern electronic identity documents that are connected to bio-
metric data is only possible after a complex process of requirements and regulations has been carried out
together with the establishment of a respective infrastructure. Although different governmental eID docu-
ments are connected to various requirements, the structure and approach of the modus operandi is quite
similar. Therefore, synergistic effects can be used to represent the processes connected to these documents.

In Germany, the Federal Office for Information Security has published a Technical Guideline “Biometrics
for Public Sector Applications” that encloses requirements, recommendations, and best practices to design
processes for the handling of the afore described documents within the context of biometrics. Not only
electronic documents but also different applications have to be considered. As a result, a number of Appli-
cation Profiles have been provided covering these circumstances. The description is based on experiences
that were gained in several projects: e.g. the introduction of electronic passports in 2005, the preparation of
new electronic national identity cards in Germany, and the experiences gained in the European BioDEV II
pilot project for Visa which has been carried out to prepare the central European Visa Information System.

1 Introduction

Introducing new identity documents connected to biometric data, such as e.g. electronic pass-
ports (ePassports) in Europe, the new German national identity card, and furthermore visa and
electronic residence permits, is a comprehensive and challenging task. Several perspectives as
well as a great number of requirements have to be considered on an organisational, technical,
and legal level. Agreements have to be made with the target groups; involved processes and the
underlying infrastructure have to be adjusted.

In order to develop a common theme and satisfy all different requirements the German Federal
Office for Information Security (BSI) has published a number of technical guidelines. For is-
sues concerning biometrics the technical guideline “Technical Guideline TR-03121 Biometrics
for Public Sector Applications” [TR_03121] (TG Biometrics) has been developed and published
together with a Conformance Test Specification [TR_03122] each consisting of three parts. These
documents combine the requirements and recommendations that are relevant for a specific target
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group in a modular and structured way. After a short overview of the overall process and further
general details the respective party can easily obtain the relevant information.

In this contribution the objectives within the scope of application for a biometric visa are de-
scribed in section 2 against the background of the technical guideline TG Biometrics [TR_03121].
Afterwards the structure and approach of this guideline are part of section 3. In order to promote
reusability, investment security, flexibility, and interoperability a software architecture had to be
designed that is able to support all of the afore listed requirements. Therefore, a detailed overview
regarding a flexible software architecture is given in section 4. A deeper insight in the approach
can be achieved by looking at an example that shows how requirements of the relevant public
sector applications are included for biometric visa. This is done in section 5 where experiences
from the European pilot project BioDEV II have been taken into account. Finally, a conclusion is
given in the last section.

2 Objectives

The association of biometric data with electronic identity documents faces several challenges. A
very important part is the acquisition of biometric features within enrolment in order to achieve
a uniform and adequate quality of data. It is a precondition in order to apply biometrics in differ-
ent public sector applications e.g. identification and/or verification in border control scenarios.
While ePassports in Europe and the German national identity card store the biometric features in
the electronic identity document itself, the visa data including the bio-metric data is stored within
a central Visa Information System (VIS) which is operated together with a Biometric Matching
System (BMS). Besides quality issues, time needed for the acquisition of fingerprints of an ap-
plicant is also an important factor, in particular when it comes to optimised and user friendly
processes. Quality and time constraints are in general opposed factors that have to be considered
when requirements and recommendations shall be expressed.

Furthermore, addressing the different kinds of involved target groups, such as vendors of hard-
ware and software components, public authorities as well as agencies and integrators is crucial,
because the functions and perspective have to be distinguished in such a way that it is obvious to
the entities what is relevant to them.

In order to apply an uniform approach the underlying software architecture shall build a solid
framework that allows to integrate different kinds of identity documents and public sector ap-
plications dealing with biometrics at the same time. Interfaces shall be specified that allow a high
flexibility, interoperability, and protection of investment. Thereby, well established international
and national standards shall be taken into account. As a consequence, certification procedures
and conformity testing can be established for hardware and software components.

3 Overview of the TG Biometrics

As described before, requirements regarding the documents in combination with public sector
applications need to be described in a structured but at the same time modular and independent
way because different kinds of hardware and software components are used for each specific con-
text. Additionally, organisations and vendors may only be interested in a defined set of require-
ments regarding their application environment.
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Abstract

Besides their use in identity verification at police and border controls, national ID cards are frequently
used for commercial applications, too. One objective of the introduction of the new national ID card on 1
November 2010 is to extend the conventional use of ID documents to the digital world. In order to meet
this objective, the new ID card offers two electronic functionalities for e-business and e-government service
providers: an electronic authentication and a digital signature.

In the following paper we describe the electronic authentication mechanism used by the ID card, explain the
differences between authentication and signature and discuss the security and privacy properties of the two
applications used for e-government and e-business.

1 Introduction

On 1 November 2010 Germany will start issuing new identity cards. One of the main differ-
ences compared to the previous version is the integration of an ISO-14443-compliant chip which
contains a government application, e.g. for border control purposes, and two applications for
e-government and e-business (authentication and signature).

IT security and privacy considerations played a crucial role during the design phase of the elec-
tronical functionalities. Reliable protection for personal information required a coordinated ap-
proach to legal provisions, organisational measures and technical implementation.

The legislative framework for the (current) national ID card (Personalausweisgesetz) already con-
tains various provisions about the use of the national ID card, including restrictions. Thus, only
in exceptional cases it is permitted to make a paper copy of the ID document; the serial number
of the ID card must not be used for data mining purposes; and the machine-readable zone (MRZ)
and the data in it must only be used for government purposes.

These provisions were transferred into the legal framework for the new, electronic national ID
card. However, because of the new electronic functionalities, additional security mechanisms
have to be specified and implemented. Therefore, the following requirements were taken into ac-
count during the design phase of the chip functionalities:

1. all data transmissions must be encrypted;

2. all transmissions of data have to be approved by the cardholder;
3. anillicit use of the ID card by a third party must be impossible;
4

the cardholder must know to whom their personal data will be transmitted;
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only personal data that are necessary and approved by the cardholder may be transmitted;

the usage of the card cannot be monitored by government institutions or other parties;

5
6
7. the ID card must enable pseudonymous authentication;
8. lost ID cards must be revocable;

9

unique identifiers must not be used, neither for the citizen nor for the ID card.

The last three requirements, in particular, require a careful design of the revocation management
for lost ID cards which is described in [1].

For an overview of the security mechanisms of the German ID card, please refer to [2]. In [6]
you will find an overview of the privacy features and data protection mechanisms of European
elD cards.

2 Commercial applications

Besides their use in identity verification at police and border controls, national ID cards are fre-
quently used for commercial applications. In all these scenarios, the cardholder identifies him-
or-herself, using the ID card (and the biometric information on it), to the business partner or
government officer, thereby proving a claimed identity.

In normal situations, the cardholder knows the person to whom he or she proves identity because
this takes place either on the premises of the commercial partner or the government, or both
persons involved show each other their ID cards. This is usually the basis of the trust between the
two persons and/or whether they are acting on behalf of the institution(s) they represent.

In a technical sense, a mutual authentication takes place. However, both parties receive just a
’snap shot’ of the authentication, and they cannot prove the other person’s identity to a third party.
A signature, which can, if necessary, be presented to a court or in administrative proceedings,
constitutes such a proof.

The objective of the introduction of the new national ID card on 1 November 2010 is to extend the
conventional use of ID documents to the digital world. In order to meet this objective, the new ID
card offers two electronic functionalities for e-business and e-government service providers:

1. electronic authentication: which enables mutual authentication of two parties via the In-
ternet in such a way that each party knows the person with whom it is communicating;

2. qualified digital signature (Qualifizierte Elektronische Signatur (QES)): which is a digital
equivalent to a legally binding, hand-written signature according to the German Digital
Signature Act (Signaturgesetz).

The cardholder has full control over the use of both functionalities: the ability of the card to
perform an electronic authentication will be enabled or disabled when the citizen receives the
card (and can be changed later), and a digital signature requires the prior loading of a (qualified)
certificate onto the card.



