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Securing data and applications
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Confidential Computing
- The basis are security functions in the CPU
- Code and data are processed in an isolated and 

encrypted form on cloud infrastructures
- the authenticity of the data and the code can be verified 

remotely

Continuous Security Verification
- Continuous compliance management
- Detect changes to cloud resources and their 

configuration

Trustworthiness
- Is based on transparency regarding the cloud solutions 

and companies
- In general, the goal of trustworthiness is to achieve that 

user companies have trust in a cloud provider and 
use their cloud solutions for this reason.

Continuous 
Security 
Verification

Code
Data
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Confidential Compute platform - trustworthy technology
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Before

End-to-end security only at the network layer

No In-Use Confidentiality

No Execution Integrity

After
End-to-end 

security at the 
network plus app 

layer

Auditable Apps

In-Memory Encrypted Apps
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Cloud Security - The Challenge
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Detect
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Continuous
Cloud Security 

&
Cyber-Resilience
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Trustworthiness
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Law Morale
(ethics)

Code of Conduct

The Foundation of Trustworthiness Model of Trustworthiness
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Today’s Takeaways
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• Trust will continue to speed up the pace of cloud adoption. 

• The ease of use of the applied IT security will accelerate trust.

• Confidential computing is a now applicable IT security concept and 
an ideal way to protect cloud applications and data. 

• Continuous monitoring of security controls and their verification 
creates a hardened and resilient cloud infrastructure.

• Presenting the trustworthiness of the cloud solutions as well as 
of the cloud provider creates an additional but increasingly important 
trust for user companies.
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Visit the German Pavilion at North Expo Hall, 
Booth 5469

7



MODERATOR: PANELISTS:

#RSAC

Prof. Dr. Norbert Pohlmann
Director of the 
Institute for Internet Security – if(is) 
Chairman of 
IT Security Association TeleTrusT

Ulla Coester
Project director Trustworthiness
Westphalian University of Applied
Sciences Gelsenkirchen

Andreas Walbrodt
Co-Founder / CEO
enclaive GmbH

Nils Karn
Co-Founder / CEO
Resility GmbH


