Westfalische

T4 (
SN\W\E) "4, Hochschule
'j { Gelsenkirchen Bocholt Recklinghausen
University of Applied Sciences

Artificial Intelligence (AI)
for Cyber Security

Prof. Dr. (TU NN)
Norbert Pohimann

=
Professor for Cyber Security - " 8 9
Director of the Institute for Internet Security — if(is) I ‘
Chairman of the board of the IT Security Association TeleTrusT 4

Member of the board of the Internet industry association eco. iInternet securi ty




if(is), Westphalia University of Applied Sciences Gelsenkirchen, Germany

© Prof. Norbert Pohlmann, Institute for Internet Security -

Classification if ls
9 AI‘tifiCial inte"igence (AI) internet security.
l =

- [ ] |
= Data science generally refers to the

extraction of knowledge from data.

Artificial intelligence translates intelligent
behavior into algorithms.

Data Science = Strong "Artificial Intelligence™
automatically replicate ,human-like
intelligence”.

= Superintelligence, Singularity
(“Machine” improves itself, is more
intelligent than humans ... future)

= Weak “artificial intelligence”
Deep | (machine learning —
Learning successfully implemented today)

= Machine learning is "artificial"
generation of knowledge from
experience (in data) by computer.

= Deep learning is an important

Large Language Model (LLM) like ChatGPT improvement
of machine learning

Computer Science

Machine
Learning
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Trustworthiness of AI if(IS)
9 Quality Of the data internet security;.
I

Al system

Garbage in Garbage out

Paradigm —— W .
Il o

Standards for data quality: kg
nowledge from data

- Content of the data and correctness

- Traceability of data (including data sources)

- Completeness and representativeness

- Availability and timeliness -~ _

.

S~ high qualitative,

Motivate high quality and data quality of the A ¢stem trustworthy
results

secure sensors  ___.= Inputdata O
-
a”’ ‘ &
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Other Ideas: --~ @

—-> Establish data pools
- Promote exchange of data extraction of

- Create interoperability e ge e
- Push open data strategy
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Artificial intelligence
- for cyber security

l

INTERNET

attacks

Increasing the
detection rate
of attacks
= Network, IT end devices ...

= adaptive models
(independently, continuously ...)

= Difference: normal and abnormal ...

data exfiltration

innovative detection of malicious network traffic

Support / Relief from cyber security experts
(of whom we do not have enough)

= Finding important security-relevant events (prioritization)
= (Partial) autonomy in response ... resilience ...

Improvements to existing cyber security solutions
= Al contributes to increased impact and robustness
= For example: risk-based and adaptive authentication .

AUTH

Further examples: Detection from malware, spam, fake-news, deepfake ...

secure software development, IT forensics, threat intelligence ...
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if(IS

internet security.
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vulnerability
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Research project if is

9 Alert'SYStem fOI‘ Online banking internet security.

l

How could a solution look like?

= Warnings in the event of an increased risk situation
(online banking)
—> enable the bank customer and the bank to react quickly and
appropriately

= [nstruct the users when there are dangers
- so that the bank customer can behave "correctly”

Approach of the alert system

= |dentify security metrics for fraud | : -
= Determine danger situation with Al i S

= Warn users and banks

© Daniel Nimmervoll - Fotolia.com



© Prof. Norbert Pohlmann, Institute for Internet Security - if(is), Westphalia University of Applied Sciences Gelsenkirchen, Germany

Alert-System for online banking ifis
9 BaSiC COI‘Icept internet security.

I

Phishing

Banking
Trojan

National
Vulnerability
Database

News, .

E-mails,
Web pages
User
Infections Prevention Data
ol > 111

Activities Frauds —
Financial
institute

Current

Vulnerability

Stakeholder

- News (phishing attack) — we have received from the “Stackoverflow Network”

- E-mail (phishing attack) — are from the ,Spam Archive®

- Phishing websites — we have received from the ,PhishTank"

- Information of banking Trojans (malware) - we got from anti-malware companies

- Relevant and current vulnerabilities we have retrieved from the NVD

- Successful fraud cases in online banking — were provides by the banking group

6
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Alert-System for online banking if ls
9 ReSUIt internet security.
|

Alert hd v v

Threshold | ‘

Aggregated
scaled
input data

Days
= Output:

= Predicted threat values on days 3, 4, and 6 exceed the threshold set for this
alert system

= because the threshold has been exceeded, an alert is triggered
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Trustworthiness if Is
9 Types Of Validation Of reSUItS internet security.

l

»Keep the human in the loop*
= Al result must be understood as a recommendation for the user.

= This promotes the self-determination of users and
increases their trustworthiness.

The user can use

Resulit: ) USe

Suggested action P tge_ "ZSUZ WI’:hkhls o

for the user e individual knowledge
N el - experiences and

O : , ’ - own goals

\ P
& N
©_> - )Ikka
Automated applications (e.g., autonomous driving)

= Simulation, test and validation
= Responsibility, liability and insurance
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Attacks

- on machine learning (I)

if(IS)

internet security.

I

Hackers attack and manipulate the workflow (“result”)

Input Data

= Input data (input)
= Algorithms / Models
= Results (output)

= Usage

Algorithms

Results

[

Usage
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Attacks on machine learning

- Manipulation of training data (Poisoning Attack)

l

= (1) Normal classification of a new input.

(new black dot belongs to the blue class)

= (2) Example: manipulation of training data

if(IS

internet security.

= |ncorrectly classified data will be injected into the training phase
as an attack (two more blue dots).

= This manipulates the straight line of the model for classification

(straight line becomes flatter).

= (3) This can be used by an attacker to create wrong classifications.

(now the new black dot belongs to the red class)
(2) 4

(3) A
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Secure Al if is

- Protection of the implementation and data i cret security.

[ I E—— .

--------------------------
-
-~

v A,
v g
State of the art Training Data f==-====-=--- S
cyber security measures :
for protection

-> the data (training, real, result),
- the Al engine and

- the application

Al model

e —————

Security goals: mplemean- :
y9a ) Real Data e tation Results

- Integrity

(detection of data manipulation) Al engine

- Confidentiality Use of a
(protection of business secrets) high quality

- Data protection Al technology
(protection of personal data)

- Availability

(of the application and results)
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Al for Cyber Security if is
9 ReSUIt and OUtIOOk internet security.

l

= AIl/ML is an important technology in the flied of cyber security
Detect threats, vulnerabilities, attacks ...

= Support of cyber security experts
= Secure software development

= We need to secure our Al to be able to produce trustworthy results
= Hackers attack and manipulate data, algorithm/models and results

= Balance of power for the future between attacker and defender
= The attackers use Al for their attacks very successfully
= The defenders should do this more and also together
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Anhang / Credits

if(IS)

internet-sicherheit.

Wir empfehlen

Cyber-Sicherheit

Das Lehrbuch fur Konzepte, Mechanismen,
Architekturen und Eigenschaften von Cyber-
Sicherheitssystemen in der Digitalisierung®,
Springer Vieweg Verlag, Wiesbaden 2022

https://norbert-pohlmann.com/cyber-sicherheit/

7. Sinn im Internet (Cyberschutzraum)
https://www.youtube.com/cyberschutzraum

Master Internet-Sicherheit

™M
https://it-sicherheit.de/master-studieren/

Glossar Cyber-Sicherheit

https://norbert-pohlmann.com/category/glossar-cyber-sicherheit/

Norbert Pohlma

(yber-Sicherheit

2. Auflage

CYBER

SCHUTZRAUM

-

MASTER

internet-sicherheit,

It‘'s all about Trust!
https://vertrauenswirdigkeit.com/

Quellen Bildmaterial

Eingebettete Piktogramme: Institut fur Internet-Sicherheit — if(is)

Besuchen und abonnieren Sie uns :-)

WWw
https://www.internet-sicherheit.de

Facebook
https://www.facebook.com/Internet.Sicherheit.ifis

Twitter
https://twitter.com/ ifis

https://twitter.com/ProfPohlmann

YouTube
https://www.youtube.com/user/InternetSicherheitDE/

Prof. Norbert Pohimann
https://norbert-pohlmann.com/

Der Marktplatz IT-Sicherheit

(IT-Sicherheits-) Anbieter, Losungen, Jobs,

Veranstaltungen und Hilfestellungen (Ratgeber, IT-
Sicherheitstipps, Glossar, u.v.m.) leicht & einfach finden.
https://www.it-sicherheit.de/ .
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See more articles: https://norbert-pohlmann.com/artikel/ .
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